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Finding the Right Solution  
for the Threat
Carter, who is a former NASA engineer, SIA 
Board Member and Homeland Security Advi-
sory Group chair, has been involved in the 
security and access control space for more 
than 25 years. His background provided 
insights into the world of cyber and network 
vulnerabilities as physical access control 

and video surveillance began to 
migrate into the IP space. He 
says that as he and those he has 
worked with along the way saw 
where this convergence of physi-
cal and logical technologies was 
taking the industry, it mandated 
that the way physical security 
vendors approach solutions require 
they tread in both worlds. He 
advises that they create technolo-
gies that would move beyond tra-
ditional reactive methods to robust 
proactive and analytical solutions.

“At ReconaSense we decided 
to go out and build a system, first 
and foremost, that is an open 
platform. From my days being on 
the Security Industry Association 
board of directors and driving open 
standards for so long, it only made 
sense to start from the very begin-

ning with an ability to deal with the open 
systems and physical security that we are all 
familiar with, but do it with an eye towards 
complete interaction with cybersecurity 
technology. We need to be able to commu-
nicate and alert, not just the obvious breach 
where my system will tell you a couple of 
things and your system tells me a couple of 
things, but a real handshake, a real discus-
sion, so to speak, between systems,” Carter 
stresses. “We have built the system using 
artificial neural networking and artificial intel-
ligence as a layer above all of the standard 
systems that we are all used to: physical 
security, access control, video systems, 
intruding detection, data systems, and even 
weather plug-ins at this point. We’ve done 
it with an eye towards looking at things that 
are not traditional policy breaches.”

Carter points out that the ability to incor-
porate artificial neural networking, where an 
access control system is learning and training 
itself to “think” and identify unusual activity 
that has not broken the defined policy, but 
provides a scoring matrix that can evaluate 
risk is a step towards making physical security 
systems behave analytically.

“When you look at it (physical security 
systems) in conjunction with a cyber system, 
they do very much the same thing, looking 
at the trends, and the habits, and the use of 
traffic on them, and when they would expect 
traffic, what files would expect to be hit, and 
how they would expect those to be looked 
at and used and manipulated throughout the 
day. We do the same thing with the physi-
cal side and with our cyber-side protection,” 
Carter says.

Owning the Data and Analyzing It
The hard truth is that many physical security 
departments rely on an IT department to 
protect hard data or information – basically 
leaving cyber network protection to the cyber-
side of the house.

“When we look at what happened with 
the Pyramid Group, we see that really didn’t 
take place. Our system is like a cyber-based 
system; constantly monitoring the activity of 
the data systems that we manage and con-
trol. That’s critical. It is just as critical as being 
able to lock down a door in an active shooter 
situation. It is just as critical as being able 
to dispatch life safety in a physical security 
event because the data that we’re protecting, 
just like the cyber side of the equation, is life 
safety, is human assets,” Carter adds.

Carter is adamant about bringing the 
sophistication and analytic levels of access 
control systems on par with advanced video 
surveillance where data-gathering and analyt-
ics are scored, and risk dashboards enhanced 
as a result. He alludes to the fact that many 
organizations face insider threats that 
escapes conventional security and risk analyt-
ics until it is too late.

“If you look at the hospitality groups, like 
the one that we just read about, they’re open 
to public areas. There’s a lot of activity that is 
going on, where no rules are obviously being 
broken, or nothing is being scored, evaluated, 
or monitored by an AI security-controlled 
system,” says. Carter. “If you assess video 
analytics, you’re looking for specifics. You 
might count the number of people that cross 
a line. You might look for a crowd gathering. 
You might look for particular license plates. 
But unless it is breaking a rule, you don’t do 
anything with it. It is crucial now that we do 
a lot of associations on the physical security 
side. Say for instance, that a staffer has start-
ed coming in later in the evening or coming in 
on holidays when nobody else is around. That 
staffer can do that because your role-based 
access control system allows him to do that, 
because it can’t adapt to risk.”
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Request information: www.SecurityInfoWatch.com/12071932

” They said that in a 
worst case scenario 
the leak not only put 
the hotel networks 

at risk, but also 
endangered the 

physical security of 
hotel guests and  
other patrons…”



Keep the good things in and the bad things out. 
At Viking, success is when your building is 
secure. Day in and day out. Year after year.

Access and communication have to work and 
have the features you need.

It’s why our engineers work tirelessly to improve 
your gear. It’s why our support team loves 
getting your phone calls and ideas. You need it 
secure and battle-tested. YOU NEED A VIKING.

DON’T MESS 
AROUND WITH 

WIMPY SECURITY

KEEP THINGS SECURE.
It takes a Viking to...

715.386.8861
VIKINGELECTRONICS.COM

Request information: www.SecurityInfoWatch.com/10556843

With advanced AI and learning-
based access control systems evolving 
in the market, Carter is confident the 
access control environment can now 
provide the missing link between data 
and pro-active analytics. He adds: 
“doing that has made the IT people 
interested because they see it now 
more as security information, not just 
physical control.”

Security versus Convenience
The vpnMentor team calculates after 
reviewing data going back as far as 
April of this year when The Pyramid 
Hotel Group’s servers 
were either being set 
up, reconfigured or 
subject to standard 
maintenance, indica-
tions are that the 
server was compro-
mised and left open 
for attack. While 
records show that 
Pyramid Hotel Group 
was quick to rectify 
the vulnerability, the 
fact remains that the 
hospitality sector is 
not subjected to the 
same stringent regu-
latory cyber-risk pres-
sures as others like finance and banking, 
and therefore may not be as proactive in 
their security approach.

Security consultant, Distinguished 
Fellow at the Ponemon Institute and 
former CSO of Boston Scientific, Lynn 
Mattice, is vehement that breaches 
like this are not acceptable and can no 
longer be ignored.

“With so many cyber breaches 
having occurred over the last decade 
and the extensive news coverage 
they have received, corporate leader-
ship no longer can claim ignorance 
about their responsibilities relative to 
maintaining the security over their IT 
software, hardware and networks.” 
Mattice claims. “Failure to maintain 
effective security controls over the 
intellectual capital of their enterprises 
in today’s hyper-connected cyber 
world rises to the level of gross negli-
gence and is a breach of the fiduciary 
responsibility of corporate executives 
and their boards of directors.”

For Carter, the breach of the Pyra-
mid Hotel Group and its impact on 
the access control system was the 
perfect storm.

“There is always an exciting push out 
there to say, ‘I am using open-source 
systems, open source data’ - databases 
like the one that was used. It was 
improper configuration and procedural 
approaches to utilization of technology 
that was certainly at fault. But even with 
the technologies that are there, even if 
you create something that works, so to 
speak, as an open source that can be 
implemented and utilized, people that 

are creating that 
should, by default, 
put them in lock-
down situations not 
open to the public,” 
admonishes Carter. 
“When you have a 
wide-open system, 
you lock down your 
perimeter and you 
work back from 
there. Then you 
determine who has 
procedural access 
to it, or physical 
access to it, or data 
access to it. I think 
so many locations 

start with wide open because they con-
sider it to be convenient. When you do 
that and you walk away and you leave it 
that way, and you’re using a third party 
company to install it that might not be 
up to speed on the latest approaches to 
protect information, then this is the kind 
of the thing that can happen. The tech-
nology that they used is convenient. It is 
open. It is all those things, but it is not 
necessarily designed for the environ-
ment that they utilized it for.”

About the Author:
Steve Lasky is the Editorial Director of 
Endeavor’s SecurityInfoWatch Security 
Media, which includes print publications 
Security Technology Executive, Security 
Business, Locksmith Ledger Int’l, and the 
world’s most trafficked security web portal 
SecurityInfoWatch.com. He is a 32-year vet-
eran of the security industry and a 27-year 
member of ASIS. He can be reached at ste-
veo@securityinfowatch.com. 

The hard truth is that 
many physical security 
departments rely on 
an IT department to 
protect hard data or 

information…

S42    ACCESS CONTROL Trends And Technology  |  JULY/AUGUST 2019

Your #1  
SecuritY 

Media 
reSource

Powered by 
SecurityInfoWatch.com, 
LocksmithLedger.com

1-800-547-7377 Ext. 2702

• Print  • Digital      
• Mobile  • Social



S44    ACCESS CONTROL Trends And Technology  |  JULY/AUGUST 2019 JULY/AUGUST 2019  |  ACCESS CONTROL Trends And Technology    S45 

Aiphone
Aiphone’s updated JO Series video 
intercom enables homeowners and 
small businesses to control front-
door access onsite or from virtually 
anywhere using a cloud-based mobile 
app. The new entry-level unit also has 
built-in options for recording visitors. 
It uses both a hard-wired, in-home 
master station with a 7-inch screen 
with wireless control inside or outside 
a home or business via mobile app. 
The affordable JO Series is available 
at a one-time cost without long-term 
contracts or fees. Both the video 
door station and inside monitor have 
a clean, modern design providing an 
attractive solution to match home or 
office décor.
Request more info:  
www.SecurityInfoWatch.com/21068292 

PRESENT 
YOUR 
CREDENTIALS 
AND SHOW 
YOUR TRUE

STid Mobile ID® is the only end-to-end  customizable solution: 
platform, virtual badges, mobile applications...   
everything is adjustable with our SDK for a seamless  
 integration into your ecosystem.

www.stid-security.com

dormakaba
The new Argus Optical Swing Lane 
from dormakaba comes in three mod-
els, including a compact model for 
limited space installations. Modular 
design elements include colors and 
materials for top covers, side and pro-
file parts as well as drives and door 
leaves. From a compact model perfect 
for installation with limited space to 
exquisite illuminated objects with 
sophisticated sensors and seamless 
design, each Argus swing lane creates 
a striking, secure first impression.

Further information at www.dor-
makaba.us.
Request more info:  
www.SecurityInfoWatch.com/21069568 

DSX
The DSX Mobile Command app brings the power 
of the DSX Workstation to an Apple or Android 
smartphone. The Mobile Command feature allows 
the activation of custom predefined commands, the 
locking/unlocking of doors, control of alarm points 
and the monitoring of system events from a mobile 
but secure application. Global functions such as 
building, campus and district lockdown, incident 
response reconfiguration and even repetitive chores 
such as momentarily unlocking a door or granting 
access to a gate can be programmed into Command buttons for easy activation.

For more information go to http://www.dsxinc.com
Request more info: www.SecurityInfoWatch.com/12426790 

Access Control Appliance
Continental Access, a division of NAPCO Security 
Technologies, has released the CA-ASA Access 
Control Appliance. Now featuring a 256GB Solid 
State Drive and 8GB of RAM, the compact net-
work appliance runs on an embedded OS, and 
comes pre-installed with the latest version of CA4K Integrated Access Control 
Enterprise Software with full Native Client and Web Client Interface, providing 
integrated access, locking, alarms and video, and fast installation.

For more information on the Access Server Appliance, contact Continental 
Access at 1.800.645.9445, email salesinfo@cicaccess.com, or for specs or a train-
ing class or webinar go to Continental Access www.cicaccess.com/seminars.
Request more info: www.SecurityInfoWatch.com/12393669 

Request to Exit Switches
The CM-9800 Series Request to Exit switches from Camden 
Door Controls are IP 66 rated, as well as ADA and ROHS com-
pliant. The capacitive touch switches offer color-selectable 
LED illumination, with vandal and weather resistant cast metal 
construction, and an adjustable 0 to 60 second relay timer. 
Switch illumination is highly visible in low light conditions and 
is easily activated by either the switch or door (locked) status.
Request more info: www.SecurityInfoWatch.com/21082071 

Codelock
KeySecure by Codelocks is a new range of simple 
and effective key control cabinets. Control access 
and manage keys with only authorized users enter-
ing a single or unique code. Secure key control is 
an essential element to maintaining the security of 
buildings and vehicles. The rigid-built cabinets with 
mechanical or electronic digital coded locks provide 
an enhanced secure enclosure for keys, fobs and 
padlocks. The cabinets offer varying options from 

wall mounted, freestanding, self-closing, clear fronted cabinets and adjustable 
hook bars eliminating bunching and tangling of keys and padlocks. Key Manage-
ment Made Easy. Visit Codelocks at GSX Booth 4015.

www.codelocks.us/keysecure
Request more info: www.SecurityInfoWatch.com/12426760 

Showcase of Security Products

Request information: www.SecurityInfoWatch.com/12266353
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Enhanced Weather Protection for Entry Phones
For entry phone applications requiring an extra 
layer of protection against moisture, vehicle 
exhaust, pool chemicals or extreme tempera-
tures, Enhanced Weather Protection (EWP) 
from Viking Electronics includes a circuit board 
potted in urethane or thermoplastic. The pot-
ting material will not crack in cold weather, pro-
tects against moisture and condensation, and 
is an excellent electrical insulator. Other features include internally sealed push-to-
call buttons, dip-switches and volume control pots. Additional gaskets for speaker, 
mic and faceplate make them IP66 compliant.
Request more info: www.SecurityInfoWatch.com/21085657 

HID Credential 
Management Service
AUSTIN, Texas, June 18, 2019 
– HID Global®, a worldwide 
leader in trusted identity solutions, 
announce it has added the HID 
Credential Management Service to 
its growing offering of cloud-based 
identity solutions. The service sim-
plifies the issuance and manage-
ment of trusted Public Key Infra-
structure (PKI) certificate-based 
credentials. The PKI credentials 
can be used by a broader range of 
organizations for convenient and 
secure multifactor authentication 
and converged physical access to 
facilities, as well as digital sign-
ing and encryption of emails and 
documents.

The HID Credential Manage-
ment Service includes everything 
needed to issue and manage the 
lifecycle of digital identity and high-
assurance credentials using a cloud 
delivery model. It removes PKI 
complexity and enables a wider 
set of authentication use cases 
than nearly any alternative in the 
Identity and Access Management 
(IAM) market. Most operating sys-
tems and browsers automatically 
recognize these certificates, ensur-
ing the digital identity issued by 
the HID Credential Management 
Service can be used as a founda-
tion for achieving zero trust secu-
rity. Endpoint authenticator options 
include smart cards and USB 
tokens, mobile app authenticators 
and converged badges for access-
ing facilities and IT systems.

For more information about HID 
Credential Management Service, 
please click here.
Request more info: www.
SecurityInfoWatch.com/21085255 

Salto NEO Cylinder
The SALTO NEO electronic Cylinder is designed for 
doors where fitting an electronic escutcheon is not 
possible or required and can be installed on standard 
doors, server racks, gates, cabinets, electric switch-
es, sliding doors and more. It is available in an exten-
sive range of models to suit almost any kind of door. The 
unit’s reengineered clutch system design makes efficient use of energy, dropping 
consumption to impressively low levels resulting in 110,000 cycles with just one 
set of batteries. The product is IP66 rated to be weather resistant, making it espe-
cially suitable for the outdoors in even harsh environments.

For more information go to www.salto.com
Request more info: www.SecurityInfoWatch.com/21078608 

DoorKing’s new 900 MHz Wireless Access Control Products
DoorKing’s new 900 MHz wireless access control products allow 
integrators to add access points easily and inexpensively just about 
anywhere access control is needed on a property.

Wireless access control is extremely popular because of the 
cost savings it provides.  Hard wired systems require conduit 

and wire runs which are very expensive, especially if 
the runs are lengthy, outdoors or have to cross side-
walks or roadways.

For more information go to www.doorking.com/900mhz
Request more info: www.SecurityInfoWatch.com/21069747 

Alarm Lock’s ArchiTech LocDown 
N90L Wireless Locks
Amityville, NY – The Alarm Lock Division of 
Napco Security Technologies, Inc.features the 
keyless school security measure for controlling 
access to classrooms, or any doors, in an emer-
gency, with its ArchiTech® Wireless Access 
Locks with remote keyfob-activated lockdown, 
securing one lock or a global lock group, in sec-
onds, at the first hint of trouble. Once lockdown 
is activated, a bright red strobe light is illumi-
nated on the inner door to give occupants, i.e., 

sheltering in place, greater peace of mind that the door is securely locked down.
Please contact us at 1-800-ALA-LOCK, visit www.alarmlock.com or ask any 

Alarm Lock Representative.
www.SecurityInfoWatch.com/12416915 

Showcase of Security Products

Request information: 
www.SecurityInfoWatch.com/10214208



OLD 
WAYS 

WON’T 
OPEN 
NEW 

DOORS
HID MOBILE ACCESS HELPS YOU 

HANG UP ON THE PAST

© 2019 HID Global Corporation/ASSA ABLOY AB. All rights reserved. HID, HID Global, the HID Blue Brick logo, and the Chain Design are trademarks  
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Dreamers don’t use dial up. HID Mobile Access® empowers innovators like 
never before with the ability to choose what device opens doors. Your phone. 
Your wearable. Your card. Your choice. Welcome to the access of the future, 
powered by your trusted identities. 

Learn more about the changing world of access at hidglobal.com/mobileaccess

Powering Trusted Identities  

Request information: www.SecurityInfoWatch.com/10213866


