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By Steve Lasky
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In the more than three decades that I’ve 
been a part of the security industry, an 
entire lexicon of buzzwords has zipped 
across my computer screen. From plug-

and-play to convergence, interoperability and 
unified communications, and Cloud to AI. 
These terms have all been regarded as “dis-
rupters” by industry folk when first crashing 
the scene. But nothing has approached the 
level of sheer transformation as the current 
digital evolution of security technology that is 
occurring at this moment.

The security industry is facing a huge digi-
tal disruption, and to be successful, it needs 
to embrace digital transformation. Maintain-
ing the status quo will only increase this gap 
and prevent companies from capitalizing 
on a valuable opportunity. By challenging 
conventional thinking and reimagining how 

business is done, physical security can pro-
vide next-level insights, improving life safety 
and creating value across the organization 
beyond traditional risk management. This 
is the conclusion of a recent white paper 
released in a collaborative effort by Microsoft 
and Accenture Strategy.

The digital convergence of physical securi-
ty for both access control and the integrated 
solutions that can help to amplify an organi-
zation’s risk mitigation footprint is changing 
how end-users and systems integrators mea-
sure the traditional investment success of 
hardware and software. Digitization is driving 
a clearer picture of business paradigms such 
as return on investment (ROI),

Security professionals are discovering 
that by going beyond improved respon-
siveness to threats and more effective 

risk management, new physical security 
models that live in a digital platform can 
deliver faster response times at a lower 
cost, better security asset utilization, and 
improved lifecycle management. Addition-
ally, more than 80% of security leaders 
believe that digital transformation will 
deliver significant non-financial benefits 
such as an enhanced employee experi-
ence; converged cyber and physical intelli-
gence; and environments that are not only 
smart but aware.

We are already seeing this in new digitally 
robust access control solutions. As we enter 
a new post-pandemic security environment, 
digital transformation figures to be much 
more than a passing fad or a fading buzz-
word. It is the security industry’s current 
course and future destination.   ACAC

Time to Embrace  
Your Digital Self
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In the corporate world, COVID-19 has 
seriously affected the security sec-
tor— both physical and cybersecurity. 
Traditionally, physical building security 
and cybersecurity have been viewed 

as separate disciplines with unique 
solutions. However, given the changing 
nature of security risk, organizations 
need to start taking a more holistic 
view of security and IT risk manage-
ment (ITSRM). This means combining 
the previously disjointed approach to 
security dispersing ownership between 

business, security, and IT teams, the 
purview and guidance of the modern 
Chief Information Security Officer 
(CISO)

The corporate world experienced a 
significant uptick in physical and cyber-
security threats due to the pandemic 
sending millions of employees home 
to work. With office complexes and 
buildings vacated, the properties were 
ripe for exploitation by bad actors. 
Physical security breaches were up in 
2020 as a result of business closures, 

contributing to an increase in commer-
cial burglaries in major metropolitan 
areas. There was a 134% increase in 
Philadelphia during 2020, for example, 
and New York saw a 169% increase  in 
the same year.

But the physical world wasn’t the 
only one under fire. A July 2020 study 
completed by Tanium of 1,000 execu-
tives in the U.S., UK, France, and Ger-
many found that 90% of executives 
surveyed said they experienced an 
increase in cyberattacks due to the 
exponential expansion of the threat sur-
face due to a remote workforce.

These statistics showcase the signifi-
cant increase in risk that corporations 
are facing from all angles. Combating 
threats in a pandemic, and in a post-pan-
demic world requires a broader view of 
security risk and security management.

While the numbers can make the 
situation look dire, it’s not all bad news. 
The technology available today makes 
linking the physical and cybersecurity 
realms easier than it ever has been 
before, and the changing role of today’s 
CISO provides a more comprehensive 
view of keeping all forms of security 
cohesive, and up to date.

But what are the barriers to bridging 
these two elements of security?

Courtesy of Getty  
Images -- Credit: gremlin

The Convergence of the 
Physical and Digital 
Security Worlds
Why identity management and access 
control are no longer separate issues in a 
post-COVID landscape
by Steve Van Till
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Identity is the core of 
security, both cyber and 
physical, but managing  
it is very complex
CISOs and their supporting depart-
ments struggle with providing the right 
people with the appropriate level of 
access to the right technology A 2018 
study from Okta found that compa-
nies have an average of 129 software 
applications, with 10% of businesses 
having more than 200 apps. And that 
number only increased during 2020, as 
companies required more technology 
solutions to support remote work.

Making the situation increasingly 
difficult is that within each of the 129 
applications, employees can have access 
to various levels of entitlements within 
the application as a whole. The process 
of managing this level of provisioning for 
identity and credential management for all 
employees that join, leave, or move within 
the organization is already a high-volume 
task. Additionally, the expansion of the 
gig economy has forced corporations to 
have to factor in additional users that need 
access to corporate data, tools, content, 
and access to physical spaces from third 
parties and contractors, only adding to the 
overall risk for the organization.

Due to the level of detail that is 
required to ensure accurate provisions, 
mistakes are bound to happen. Unfortu-
nately, the mistake that happens most 
often is leaving users over-entitled due 
to access that has mounted over time 
(physical or virtual) for tasks that then 
never get removed.

Managing that amount of change 
requires technology to support the pro-
cess. Identity and access management 
tools have been heavily invested in by 
organizations to create central control over 
access to their virtual networks, applica-
tions, and data such as Okta, Microsoft 
AzureAD, G-Suite and many more. These 
solutions become the gateway to propa-
gate identities and the correct level of 
control across the entire environment. 
These systems are also usually automati-
cally connected to HR solutions to ensure 
up-to-date and authoritative information 
is being utilized and is connected to the 
rest of the organization. Having a link to 
employee directories allows technology 
to rapidly identify authorized users and 

de-provision users to remove facility 
access quickly and easily.

Unfortunately, that same approach 
has not necessarily been applied in the 
physical security world. Much of physi-
cal security has been legacy systems 
that have not necessarily kept up with 
the evolving nature of identity manage-
ment and access controls to ensure that 
the user really is who they claim to be.

Forward-thinking CISOs and CSOs 
are now looking more broadly at security 
and how to not only mitigate risk but also 
how they can make their departments 
more efficient. These leaders are looking 
at how they connect the IAM solution to 
other parts of the organization such as 

physical access control as a more cen-
tralized process as well as ensuring that 
there is a single record of truth on individ-
ual access. These CISOs expect access 
control solutions to integrate their IAM 
solutions with their physical credentialing 
and access control. Ultimately, by doing 
this, their teams save time and effort, by 
utilizing a single source of truth for access 
(physical and virtual), automatically elimi-
nating access upon offboarding.

From a data and risk management per-
spective, with these systems connected, 
CISOs and threat analysts in the Security 
Operations Center (SOC) have more data 
and visibility as they investigate threats 
and understand the level of risk or expo-
sure from a cyber and physical event.

Applying cybersecurity 
practices to the  
physical world
Centralizing employee information in 
the company system including creden-
tials, level of access, and privileges 

ensures all points of vulnerability have 
been identified, and prevents “privilege 
creep”, where an employee accumu-
lates more access rights than neces-
sary to perform his or her job. The 
same should be done on the physical 
access side, to ensure employees only 
have access to spaces they need to do 
their job to protect data, privacy, assets 
and information from possible over-
exposure and insider threats.

However, many organizations haven’t 
managed the level of access that they 
provide to their physical security admin-
istrators and users with the same rigor 
as they do cyber access. Controls need 
to be put in place to manage what a 
physical security team can see, do, and 
act within the security platform itself. 
The ‘guards’ put in charge of security 
need to be provisioned in a granular 
way to the access control system. It is 
important to not over-provision users of 
the security system itself to have more 
access than is necessary in order to do 
their job.

For example, let’s look at insider 
threats. Insider threats aren’t a new phe-
nomenon, they’ve been a high priority 
to detect and deter for years. However, 
now not only are insiders attempting to 
steal and disrupt operations in the cyber 
realm through advanced attacks, but 
they are now also targeting the physical 
world through inappropriate access to 
sensitive areas.

This means that no longer are attacks 
either cyber or a physical security prob-
lem, they are one and the same.

To you help you ensure that you are 
applying the best practices from IAM 
to your physical access control solution 
here are a few tips:
• CISOs — check that your physical 

security solution has enabled multi-
factor authentication (MFA). There 
are more than 15 billion logins are 
available for sale on the dark web 
and your security admins, front desk 
clerks, guards are all vulnerable to 
bad password management and 
hygiene. MFA is the easiest, quick-
est, and widely supported way to 
protect from unauthorized access 
from compromised login credentials. 
And while the digital world has rap-
idly adopted this best practice, the 
physical world is lagging behind.

CISOs expect access 
control solutions to 
integrate their IAM 
solutions with their 

physical credentialing 
and access control.
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• Implement a least-privileged 
approach for admins, security teams 
and guard access to the physical 
security system. Why? As shared 
above, entitlement creep is abun-
dant, and the more access your 
guards have than is required for their 
position, the greater the exposure 
could be from an insider threat or 
compromised credential to grant 
excessive access to sensitive spac-
es across the corporate footprint.

What’s the impact? Imagine a bad 
actor who purchases a security guard’s 
username and password online. With-
out a second means of authentica-
tion, that intruder can slide right into 
a company’s online system. Further-
more, if that security guard has been 
over-provisioned, the intruder can now 
grant themselves physical access to 
whatever they would like, including 
data centers and server rooms with key 
confidential information.

Applying the systems of checks and 
balances that have been proven to be 
successful in the cyber world to the 
physical world will not only improve 
access control to a company’s build-
ing but ultimately will result in stronger 
security overall by preventing access to 
all points of entry.

The changing role of CISOs 
offer opportunities to make 
cyber and physical security 
management cohesive
As threats to cybersecurity are 
manifesting more and more as gaps 
in access control, whether that be of 
the building itself or the data and secu-
rity centers, it is clear that a cohesive 

solution is an answer to the problem.
Fortunately, organizations are catch-

ing on to the extremely detrimental 
effects of a security breach and are 
making structural changes to support 
the mitigation of cyber and physical 
security threats. Today’s CISO is more 
important than ever before, with the 
responsibility of cultivating enterprise-
wide security strategy. Having a more 
comprehensive view of security for 
the entire organization, rather than 
disjointed teams handling cyber and 
physical security needs, dovetails well 
with the changing need of technol-
ogy and process solutions to address 
threats. Additionally, with the greater 
visibility by the CISO into all aspects 
of security, he or she can now ensure 
consistent practices are being imple-
mented to protect the tools that are 
meant to protect their employees.

Viewing identity 
management and access 
control data together can 
identify new security risks
A June 2020 study by McKinsey & 
Company found that the pandemic 
has accelerated the digital economy 
by seven years. The digital adoption of 
applications for corporate work, in con-
junction with tech solutions for physical 
security, is not just a temporary fix; 
these solutions are here to stay.

You’ve heard it said, ‘data is the 
new oil.’ This means that in the age of 
technology, data is the new commodity 
that businesses must manage as a rich 
resource. Managing users’ and adminis-
trators’ identity and access control data 
in virtual and physical environments with 
a single framework provides central vis-
ibility into individuals’ access to all sys-
tems and spaces as well as aggregate 
data on who is utilizing them.

Combining physical data and cyber 
analytics creates a powerful, unified 
view of users and access. Advanced 
analytics can then utilize the combined 
power of identity data in real and vir-
tual worlds to better detect anomalous 
activity, identify potential threats to 
security leaders and support faster, 
more effective, incident investiga-
tions. By integrating identity manage-
ment and access control together 

organizations gain a 360-degree view 
of their facilities to monitor and track 
access events alongside cyber inci-
dents. Having the ability to manage 
users and administrators from one 
framework provides insight into who 
has access to internal applications and 
data, as well as which physical loca-
tion and facility are they accessing it 
from. Furthermore, integrating video 
into your access control allows for 
verification and visual proof in investi-
gations and remediation activities.

This is the true value of connecting 
IAM with access control platforms 
— central visibility to control access 
across the physical and virtual environ-
ments. And the further integrated your 
systems are, the more easily you are 
able to manage access rights across 
services, provide centralized compli-
ance reports, and, if needed, provision 
and de-provision users and administra-
tors quickly. ACAC

About the author: 
Steven Van Till is Co-Founder, Presi-
dent & CEO of Brivo, Inc. a cloud 
services provider of access control, 
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Combining physical 
data and cyber analytics 

creates a powerful, 
unified view of users 

and access.
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The TRUTHS About 
Access Control Systems 

Digitization
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The mainstream conversation 
around digital transformation has 
been in play for more than three 
decades. Digital transformation 
for businesses began with the 

computerization of processes and, 
more recently, includes the Internet 
of Things (IoT), social media, mobil-
ity, cloud, augmented reality, big data, 
blockchain, cryptocurrency, and NFTs. 
Most industries have felt the massive 
impacts of digital transformation. For 

those that were at the beginning of 
this transformation, the pandemic has 
accelerated the impacts.

Many experts, such as Chris Barbin, 
founder of Tercera.io, believe we have 
entered a part of digital transformation 
that is the third stage of cloud comput-
ing. Chris breaks down the waves in 
his recent eBook, “What It Takes to Be 
a Services Leader in the Cloud’s Third 
Wave,” The first wave, sparked by the 
Dot.com era and 9/11, was focused on 

SaaS applications with the main benefit 
being about productivity. The second 
wave, stimulated by the financial crisis, 
spurred an increased adoption across 
all business sectors and was all about 
platforms focused on profitability and 
production. This brings us to the third 
wave, accelerated by the pandemic, 
and it is all about the different cloud 
architectures (hybrid and multi-cloud) 
delivering a heightened connectedness 
and engagement. The main differences 
between the third wave versus the prior 
waves are a much more sophisticated 
customer base, a vast adoption of cloud 
systems and tools across all business 
sectors, and a deep understanding of 
the value created that has moved from 
nice to have to need to have.

Following the  
Digital Footprints

As per Wikipedia, the definition of 
digital transformation is “the adoption 
of digital technology to transform ser-
vices or businesses through replacing 
non-digital or manual processes with 
digital processes or replacing older 
digital technology with newer digital 
technology.”

While researching this topic, I came 
across a robust report, “72 Vital Digital 
Transformation Statistics: 2021/2022 
Spending, Adoption, Analysis & Data” 
where FinancesOnline summarized sta-
tistics that relate to this third stage of 
cloud computing:
• 67% of companies said they were 

more advanced in using technology 
than their peers before the crisis, and 
56% said they were the first movers 
to experiment with digital technolo-
gies (McKinsey)

• In 2019, 51% of digital transformation 
efforts stem from growth opportuni-
ties. (Altimeter)

• In 2018, 60% of executives say the 
Internet of Things will play a critical 
role in their digital business strategy. 
(IDC)

•  the leading technologies already 
implemented include big data/analyt-
ics (58%), mobile technology (59%), 
and APIs, and embeddable tech 
(40%).

• In 2018, executives said that digital 

Security professionals look to 
embrace change as the access 

control paradigm shifts

What digital transformation means to the 
physical access control industry and its 
future impacts
by Lee Odess
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transformation’s top benefits include 
improvement of operational effi-
ciency (40%), faster time to market 
(36%), and meeting customer expec-
tations (35%). (PTC)

• less than 30% of technology vendors 
are active partners in organizations’ 
digital transformation initiatives 
(PTC).
The good news? There is an enor-

mous amount of opportunity in this 
third wave of cloud computing. The bad 
news? It was going time yesterday. If 
you believe you can’t, or won’t, or you 
take a “seen it and done it” approach 
to this transformation based on legacy 
mindsets, the changes will drasti-
cally impact you and your business 
negatively.

The security industry is not immune 
to the impacts of digital transformation, 
advancements in technology, or cus-
tomer demands. We are amid this digi-
tal transformation, and the decisions 
organizations make right now centered 
around change and action will bring 
immediate results and set the company 
up for long-term success.

We have been somewhat, not shock-
ingly, late to the game within the physi-
cal security industry when embracing 
and discussing its long and short-term 
impacts. We have had the luxury of 
keeping these conversations at a high 
level, with a macro point of view; but 
that has all changed. The fact that I am 
writing this article is a glaring example 
of how we have been asleep at the 
switch.

To be clear, it is my point of view 
that the security industry has been in 
the midst of a digital transformation for 

years and it is starting to feel, see, and 
deal with its actual impacts right now.

“But Lee, my business is growing, 
my customers are not asking for it, and 
when I read my favorite blog, I am not 
hearing about it. Seems like more of 
the same.”

I hear you and you are not wrong. 
What you are hearing and doing is true, 
but so is the point of view that it is hap-
pening. And here is why:

The Truths About  
Digital Transformation
Due to the specific period of transfor-
mation that we are in, market confu-
sion is prevalent because two truths 
exist. This period is the definition of 
a phase change. Our two truths, the 
phase change, can be categorized as 
“the old” and “the new.” It creates 
confusion because both truths exist 
and are genuine. You have old ways 
continuing (e.g., high security selling 
prox cards and hearing from their deal-
ers and end-users that mobile is a fad) 
and new truths introducing themselves 
(e.g., independent software vendors, 
also known as ISVs, entering into the 
high-security market and being a viable 
channel for our industry. For instance, 
companies managing identity for 
enterprises).

The benefit of having two truths is 
that we as an industry get to work out 
this new normal being exercised. The 
bad news of having two truths is that 
it can create a false sense of confirma-
tion bias where you start to believe 
your truths and even worse, have an 
echo chamber also confirm these for 
you (you hear this when people use the 

words won’t and can’t).
Before I get a finger pointed at me 

as someone who is trying to divide our 
industry, let me address a couple of 
things:
• When I say “old,” I do not mean 

“bad.” When I say “old,” I speak to 
the historical and traditional ways 
we’ve done things as an industry.

• When I say “new,” I do not mean 
“always good” or “better than.” 
When I say “new,” I speak about 
how we will do things as an industry.
I believe the most significant impact 

of these changes on our industry, both 
now and tomorrow, is the transmuta-
tion of our industry with a mix of old 
and new, called the “new normal.” You 
hear the term “new normal” used a lot 
right now when people discuss what 
work and society will look like when we 
get on the other side of the pandemic. 
There are many similarities here. The 
pandemic has done many things, mostly 
terrible, but one of the most influential 
byproducts of the pandemic has been 
the acceleration in the adoption of new 

ways of doing things – especially in the 
security sector. At the same time, there 
has been the confirmation of some of 
the old ways - things that will either stay 
the same or have become augmented 
to be even better than they were prior 
to the pandemic. A good example is the 
movie industry - I believe that being able 
to watch newly released movies in my 
home at the same time as the movie is 
in theatres is an excellent blend of the 
old and new - ultimately giving the end-
user, in this case, me, more choices to 
craft my experience.

The security industry is 
not immune to  

the impacts of digital 
transformation,  

advancements in 
technology, or  

customer demands. 
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Reality Will Drive  
“New” Truths
With all of that said, I do not believe we 
will throw out all the old and shepherd 
in only new. What I think more likely 
will happen is this:
• Some old truths will die and make 

way for new truths. For example, our 
only mission to keep bad people out 
by being restrictive and binary has 
forever been changed to also “letting 
the right people in.” This fundamen-
tal shift in what we do as an industry 
challenges how we approach the 
market, the tools and systems being 
used, and the mindset needed to 
deliver for our customers.

• Some old truths will be augmented 
and made better by new truths. For 
example, visitor management was 
a sleepy technical add-on to most 
access control systems. Post pan-
demic, it has turned into a dynamic 
interface and is now more about 
workflow automation and an iden-
tity management solution. Another 
example is how the definition of safe-
ty has changed to include wellness. 
The changes described result in the 
increased dependency to apply new 
technology to old truths to deliver a 
satisfying solution. In short, most old 
technology cannot deliver on these 
new use cases, so you either need to 
iterate off of the old or innovate new.

• Some new ways are introduced as 
mainstream solutions, go-to-market 
strategies, or ways to do business—
for example, account-based market-
ing and selling and access control as 
a feature of a more significant value 
proposition. These two new ways of 
doing business have yielded main-
stream investments of more than 
$500 million, making this no longer a 
cottage industry focused only on high 
security. If you believe “it” won’t, “it” 
can’t, or that you’ve seen this before, 
I recommend revisiting that mindset. 
This fundamental shift is different.

• Some new ways are introduced but 
either need more time to marinate or 
may not come to be realized. A good 
example here is robotics, touchless 
solutions, and artificial intelligence at 
the edge are still being worked out. 
We are 100% better than yesterday, 

but there is still work that needs to 
get done.
For end-users and integrators, I rec-

ommend you do the following:
• Challenge yourself to use this pan-

demic as an opportunity to change 
your approach, conversations, expec-
tations, partnerships, talent, and 
technology solutions. Don’t fall victim 
to the belief that you’ve seen this 
before and it too shall pass. Chances 
are, what you selected, installed, and 
set up five years ago is outdated and 
not going to meet the new use-cases 
you have. If your partners or sources 
of expertise are telling you all the 

ways you can’t, are using yesterday 
or even today feedback as the com-
pass to where the market is going, 
and you feel as though you are get-
ting bad advice, trust your instincts.

• Look forward to where the market 
is going. While the security industry 
is doing its best to catch up to cloud 
computing, the rest of the enterprise 
technology world has already shifted 
to a multi-tech architecture that 
includes onsite, at the edge, and in 
the cloud computing and is focused 
on the value creation part of the busi-
ness. Our industry will follow suit 
here. We have reached a point where 
it is no longer about architecture. It 
is about what the architectures do to 
support the use cases and needs you 
have as well as the value they create.
 I would stop having architecture 

conversations and start having con-
versations about what you want your 
systems to do. Then match the archi-
tecture that makes sense to support it. 
But do not stop there. Look for hard-
ware solutions that support software 
and choose more dynamic solutions 

that go beyond the single note for 
yesterday’s needs. It is a lot easier to 
change your software and adjust sup-
port to a changing environment if your 
key features are not reliant on the hard-
ware type.
• Consider resetting the expectations 

of the type of work you do as a secu-
rity integrator and as an end-user the 
work you are looking for your security 
integrator to do. The scope of work 
a security integrator is being asked 
to deliver is changing along with 
the digital transformation. Gartner 
predicts that 85% of large organiza-
tions will engage external service 
providers to migrate applications to 
the cloud (up from 43% in 2019). 
As Chris Barbin states in his eBook, 
“[those that will lead the third wave] 
will also need to possess different 
skill sets, go-to-market strategies and 
labor and delivery models that fit this 
new digital era.”

Summing It All Up
I personally feel it is impossible to 
argue that things are not changing. The 
more productive conversation is around 
what impacts are the changes having 
and a discussion around the timing 
of changes. Then we can talk about 
what to do about it. The pandemic only 
accelerated what was happening up 
to 2019, why not also accelerate our 
conversations?

What side of this transformation are 
you going to be on? The one where it 
happens to you or the one where you 
help make it happen? I am choosing to 
embrace the change and am doing my 
best to help make it happen. I feel that 
when the dust settles that will be the 
right side of history. ACAC

About the author:
 Lee Odess is the Founder and CEO of 
consulting firm Group337 and author of 
the book, “The 6 Phase Changes Shap-
ing Access Control. 
He is an industry 
veteran, having held 
sales and technol-
ogy positions with 
companies like Alle-
gion, UniKey Tech-
nologies, Brivo and 
Lutron Electronics.

The benefit of having 
two truths is that we as 
an industry get to work 

out this new normal 
being exercised.
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As the world begins to reopen 
amid rapid vaccine distribution, 
business and organization lead-
ers are tasked with earning back 
public trust and confidence by 

delivering safe, healthy and connected 
building environments. To keep up with 
the changes, businesses are rapidly 
adopting and integrating new, data-
driven technologies into their existing 
facility infrastructures to meet evolving 
expectations and regulations. One of 
the most impactful solutions leading 
the way in this adoption wave is touch-
less access control.

Leveraging touchless technologies, 
facility touchpoints and occupant inter-
actions can be optimized with powerful 
artificial intelligence (AI) and machine 
learning capabilities to deliver a stream-
lined building experience with minimal 
touchpoints. With these solutions vis-
ibly in place, occupants have peace 

of mind knowing that their health and 
wellbeing are protected, allowing them 
to remain productive and engaged. 
Connected, data-driven access control 
solutions create a modern, enhanced 
healthy building environment that will 
continue to exceed expectations and 
pay dividends long after the pandemic 
has passed.

The Evolution of  
Touchless Technologies  
in a Pre-Pandemic World
Despite their sudden rise in adoption, 
touchless technologies aren’t an over-
night sensation; in the years leading up 
to the pandemic, demand for touch-
less technologies was already gain-
ing steady momentum across many 
industries. Before the COVID-19 virus 
turned the world upside down, touch-
less access control existed as an easy 

way to improve and streamline security 
and the occupant experience, alleviat-
ing headaches attributed to traditional 
methods of access control.

From a security standpoint, touch-
less access control remedies common 
risks caused by human error. Employee 
identification badges can be easily lost, 
while keycodes in the wrong hands 
pose a dangerous cybersecurity risk. 
These physical methods of access 
control can also create opportunities for 
tailgating, allowing unauthorized per-
sonnel to enter buildings undetected. 
In addition, traditional access control 
forces individuals to stop at entryways 
or doorways to swipe their badge or 
input their keycode, creating traffic 
bottlenecks and a disjointed occupant 
experience that can be detrimental to 
customer and employee well-being.

Certain industries were ahead of 
the curve and had already led the way 

From a security standpoint, touchless 
access control remedies common risks 
caused by human error.

TOUCHLESS  
Access Control  
Continues to  
Expand its Mission
How to create healthy, secure and  
connected building environments  
through touchless technologies
by Tony McGraw 
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in touchless technology adoption pre-
pandemic, particularly those that had 
to manage and track large volumes of 
ticketed individuals, such as airports 
and sports and entertainment venues 
quickly and efficiently. Hospitals had 
also adopted touchless access to mini-
mize the spread of disease long before 
COVID-19 was on anyone’s radar, and 
the advanced degree of access control 
helped safeguard dangerous or vulner-
able medical resources and medica-
tions like narcotics. Touchless technolo-
gies were clearly already positioned to 
become an industry-wide trend, but the 
COVID-19 pandemic and the resulting 
mindset accelerated that demand, turn-
ing a trend into a potentially life-saving 
necessity.

Touchless Access Control 
Continues to Gain 
Momentum as  
COVID-19 Wanes
The COVID-19 pandemic elevated 
touchless access as the gold standard 
for health and security. Suddenly, 

hospitals weren’t the only institutions 
concerned about touch contamination 
and occupant wellness. From banks to 
schools, every industry now faces a 
critical need for clean, healthy and safe 
building environments. Keypads and 
access badges became a hotspot for 
touch contamination, potentially leading 
to the spread of disease throughout any 
facility. At the same time, the bottle-
necks caused by individuals stopping 
to swipe their ID or input their keycode 
was no longer just an annoying nui-
sance to busy employees and custom-
ers, but also an impediment to social 
distancing efforts. As a result, touch-
less access control rapidly evolved to 
keep up with demand, becoming a 
keystone technology for any facility’s 
security management and pandemic 
response strategy.

Utilizing the latest in AI-powered 
facial recognition technology, organi-
zations can completely do away with 
access badges or keypads, greatly 
reducing the potential for touch con-
tamination between individuals. By 
keeping occupants moving even when 

entering high-security areas, bottle-
necks are mitigated, and security per-
sonnel can better monitor suspicious 
behavior as crowds are dispersed. 
Because every individual is automati-
cally screened by facial recognition 
technology, security managers and 
occupants can rest easy knowing only 
authorized individuals are accessing the 
building.

In the COVID-19 era, touchless tech-
nologies have also grown to include 
health screening solutions that empow-
er businesses to create and maintain 
healthy spaces to protect occupants. 
Elevated skin temperature screening 
solutions use thermal imaging soft-
ware to identify individuals quickly and 
automatically with high temperatures, 
potentially indicative of fever or illness. 
Because the solution can screen large 
volumes of moving people at once, 
it removes the need for a manned 
temperature screening checkpoint, 
alleviating staffing burdens and allow-
ing occupants to quickly and safely get 
where they need to go. To further prior-
itize occupant health, social distancing 
monitoring, contact tracing and mask 
detection technologies can be inte-
grated to automatically monitor building 
occupants to ensure all individuals are 
adhering to safety guidelines.

These health screening and monitor-
ing solutions can be integrated onto a 
single, cloud-based interface to provide 
security managers with comprehen-
sive, data-driven and real-time insight 
into their buildings’ overall health 
status, even when offsite. Should an 
individual enter the facility with an 
elevated temperature, remove their 
mask or break social distancing rules, 
an alert is automatically sent to a secu-
rity manager for swift remediation. This 
cloud-based remote monitoring capabil-
ity empowers businesses to maintain 
a healthy, safe and connected environ-
ment at all times.

Delivering Optimal 
Outcomes in Myriad  
Vertical Markets
 While touchless technologies were 
once considered an industry-specific 
tool, they are now considered an 
essential solution for any organization. 
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They can optimize any building’s secu-
rity strategy to provide data-driven 
protection, regardless of industry. By 
integrating these solutions into their 
existing network of building technolo-
gies, businesses and organizations can 
be empowered to drive the outcomes 
that matter most for their stakeholders, 
both during the pandemic and beyond.
• In a healthcare setting, patient 

arrival areas that can easily become 
crowded are particularly vulnerable 
to the spread of disease, and often 
require an individual to manually 
screen incoming patients and visi-
tors for symptoms. Implementing 

elevated skin temperature screening 
solutions within lobbies or emer-
gency areas streamlines the check-
in process and removes the need 
for manual symptom screening, 
protecting doctors, nurses and staff 
in the process. An individual with 
a high temperature can be quickly 
navigated to a protected area, mini-
mizing their time spent with healthy 
fellow patients or staff members 
without proper personal protective 
equipment (PPE).

• When airline tickets are replaced 
with facial recognition and retina 
scanning, airport security processes 
will be streamlined, allowing trav-
elers to get where they need to 
go faster. This will have a positive 
effect on airports’ bottom lines: the 
quicker travelers get through securi-
ty, the faster they are able to explore 
the airport’s dining and shopping 
opportunities, ultimately generating 
critical nonaeronautical revenue. 
By keeping security lines moving, 
airports will also ensure travelers 
are able to maintain social distancing 

guidelines to create a safe and 
healthy passenger experience with-
out letting anything slip through the 
cracks at a security level.

• Within an office building, touchless 
access control allows employees to 
move throughout without worrying 
about the risk of infection found in 
traditional access control, allowing 
them to remain healthy and produc-
tive. Social distance monitoring tools 
can send employees real-time alerts 
through their mobile devices with 
mass notification systems if they 
violate social distancing protocol. 
Building administrators can also 

leverage mass notification tools to 
aid in contact tracing and redirecting 
foot traffic in case of a positive diag-
nosis. The investment in employees’ 
health, wellness and comfort can 
also improve employee satisfaction, 
enhancing workforce development 
and retainment efforts.

• In a school or college campus, tra-
ditional access control can place 
students and faculty at risk. Campus 
facilities like dormitories are par-
ticularly vulnerable to tailgating, and 
K-12 schools, unfortunately, face an 
increased threat of violent incidents. 
As a result, administrators need to 
know who is entering their facilities 
at all times, especially during the 
pandemic when social distancing and 
contact tracing are common practices. 
Facial recognition technology used in 
touchless access control gives them 
that real-time insight into their build-
ings’ comings and goings, providing an 
extra degree of protection at all times.
Across industries, organizations found 

their need for healthy, safe and con-
nected building environments fiercely 

intensified by the pandemic. Through the 
strategic implementation of touchless 
technologies, any building can deliver 
streamlined occupant experiences that 
mitigate risk and surpass expectations.

Touchless Technologies 
Redefine the Modern, 
Healthy Building
As the world adapted to the pandemic 
over the last year, occupants’ expecta-
tions have rapidly evolved; whether 
they are an employee, patient, cus-
tomer or visitor, they expect the spaces 
and places they spend time in to 
demonstrably invest in their health and 
wellbeing while maintaining an enjoy-
able experience. Even with vaccines 
being distributed around the world, the 
public’s new, heightened awareness 
of health and safety risks means this 
desire for an optimized building envi-
ronment is unlikely to fade.

It’s up to business owners and secu-
rity managers to rise to this challenge 
and reinstate confidence by leveraging 
intelligent and connected touchless 
solutions. By integrating touchless 
technologies like biometric access con-
trol, elevated skin temperature screen-
ing solutions, face mask detection and 
social distance monitoring solutions, 
organizations can not only navigate 
today’s challenges and meet consumer 
demand but future-proof their facilities 
as well. The resulting facility connects 
every data touchpoint to create a mod-
ern environment that is healthy, safe 
and ready for anything.   ACAC

About the author: 
Tony McGraw serves as vice president 
and general manager of security solu-
tions at Johnson Controls, a global 
leader for smart, 
healthy and 
sustainable 
buildings. He 
brings more than 
two decades 
of leadership 
in security and 
operations to his 
current role in 
helping realize safer and healthier build-
ings to improve customer and occupant 
experience.

Despite their sudden rise in adoption, touchless 
technologies aren’t an overnight sensation. It’s up to 
business owners and security managers to rise to 

this challenge and reinstate confidence by leveraging 
intelligent and connected touchless solutions.
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Universal Access Control 
Puts Unmanaged  
Doors Within Reach
Better technology and lower costs have made it possible to install 
access control equipment at places not thought of previously
by Daniel Bailin, Kim Garcia 

In recent years, the access control 
market has been the benefactor 
of many technological advance-
ments. At the same time, there 
has been an increased demand to 

expand the scope of access control 
systems beyond just the primary build-
ing entrances and high-traffic areas to 
include “secondary” doors.

Perimeter locations such as garages, 

entry gates, elevators and doors to execu-
tive offices, supply closets and IT rooms, 
historically have been beyond reach for 
access control, typically because of the 
cost and installation complexities. But 

Today’s cloud-based platforms and 
wireless locking technologies are 
putting previously unmanageable 
doors within reach.
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today’s cloud-based platforms 
and wireless locking tech-
nologies are putting these 
previously unmanageable 
doors within reach.

In this article, we 
want to look at how this 
can be accomplished 
and what security pros 
have to know when rec-
ommending expanded 
access control.

Protecting 
Uncommon 
Doors
The first step in secur-
ing so-called secondary 
doors is to take a look 
at the hardware require-
ments and consider the 
tradeoffs of hardwired solu-
tions versus smart locks.

Entry gates -- Entry gates typically 
serve as a barrier to an outdoor space, 
such as a courtyard or a pool, without 
allowing access to the interior of the 
building. Entry gates are unique doors to 
secure because of their location (often 
outside), their use frequency (often 
considered high traffic) and their require-
ment of supporting a mix of user types, 
including one-time access for visitors 
or deliveries and primary users, such as 
employees or building residents.

Because they often are a distance 
from the main building, entry gates typi-
cally aren’t in an area that has reliable 
Wi-Fi signal strength to support wire-
less lock options. In instances where 
signal strength is strong enough, securi-
ty pros can evaluate the anticipated traf-
fic flow to decide whether a smart lock 
could support it. An area that has high 
traffic could exhaust the battery life of 
a smart lock too quickly. So, hard-wired 
locking hardware is recommended if the 
Wi-Fi signal is unreliable or the traffic 
flow is expected to be high.

Elevators -- Elevators are a critical 
point of entry to many areas of a build-
ing, so they have to have security 
protection like any other door on a prop-
erty. The right access control solution 
tied to an elevator system can restrict 
access to specific individuals to only 
the necessary floors. This is an impor-
tant requirement often seen in hotels, 

where high-floor suites 
are restricted to specific 
guests.

But it also is an impor-
tant function in today’s 
mixed-use high-rise 
buildings that have 
shared spaces and dif-
ferent tenant types. 
Buildings, where multi-
family apartment units 

might be located on cer-
tain floors and businesses 

or coworking spaces, are 
located on other floors require a 

security solution to ensure that each 
tenant feels safe.

Although location- and user-specific 
access rights might seem complex 
at first, good access control software 
manages these situations with ease. 
Because elevators require a constant 
power supply to be operational all the 
time, hard-wired access control hardware 
is the only choice for this application.

Service doors -- Storage closets, 
maintenance rooms and even IT rooms 
are spaces to which many end users 
would like to control access, but these 
locations frequently don’t make the cut 
because of budget constraints. Primary 
entrances and other perimeter doors 
are justifiably the higher priority for 
costly hard-wired solutions, but smart 
locks are excellent, cost-effective 
options for service doors.

With smart locks, customers can pro-
tect these rooms, which often contain 
high-value materials, while getting rid 
of the hassle of keys. Because service 
doors are almost always located inside a 
building, they can connect easily to the 
Wi-Fi network, typically have a specific 
set of users who should be granted 
access and are low-traffic doors that 
see openings a few times per day.

Shared-use rooms -- More frequently, 
commercial buildings have shared-use 
spaces for business tenants. Much 
like multifamily properties have com-
munal pools, gyms and rooftop patios, 

commercial buildings now provide 
shared conference rooms, training 
facilities, huddle rooms and gyms to 
clients. The prevalence of this model 
is expected to increase in light of the 
trend toward remote work, which 
has led businesses to downsize from 
stand-alone office buildings to spaces 
where employees rotate in and out of 
shared workstations.

Shared-use rooms are great for 
smart locks because they connect 
with a building’s Wi-Fi easily and they 
typically see low to medium traffic, so 
battery life isn’t a major concern. The 
right access control system is particu-
larly important for shared-use spaces 
because integration with scheduling 
tools that business tenants might use to 
book such spaces is important. Access 
schedules and credential management 
provide a seamless experience to 
business tenants who ultimately want 
to feel that the shared spaces are an 
extension of their own office space.

Putting It Together  
with Software
When adding access control to doors 
not typically covered by a system, 
selecting the hardware is only half 
the challenge. The lock features only 
come to life through the right access 
control software.

If a security pro installs a hard-wired 
access control system at primary 
entrances and smart locks at other doors 
on a site, some access management 
platforms require that they be managed 
in separate applications. This can be a 
real headache to those managing the 
day-to-day access requirements of a site.

Fortunately, today’s universal access 
control systems allow users to com-
bine hardwired and smart-lock solu-
tions into the same platform for com-
plete management and control, which 
allows for future growth and a feature-
rich experience for the end-user. When 
looking for a universal access control 
platform, there are four primary things 
that security pros should seek:

1) Cloud-Based System 
Many end-users insist on remote 

management capabilities as the world 
emerges from the COVID experience. 
Being able to give or revoke access at 
a moment’s notice in light of personnel 

Yale Assure YRL226- CBA 
Lever Smart Lockx
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switches now include blue/

green illuminated models.
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color illumination in some 
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Wiegand Receiver

Designed to interface with 

existing access control systems for 

both long and short applications.

The CV-WRX4 is a 4 channel 
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gate control. Use with CV-WTX2 

2 channel key fob + HID prox.

CM-700U Series  

‘Universal’ Pull Stations

Camden’s Blue Pull Stations 

now include a ‘Universal’ English, 

Bilingual and Spanish label set.

Ideal for use with mag locks 

in access control applications.

CX-ED1309  

Electric Strike

Now available with ANSI round 

faceplates in brushed aluminum 

or dark bronze finish.

Designed for narrow stile aluminum 

door frames, maximizing latch 

protection in store front retail 

commercial applications.

Magnetic Locks  
UL1034 & UL294 Listed 

Camden’s 600 lbs. and 

1,200lbs. magnetic locks are 

now UL1034 & UL294 listed. 

Weather and vandal resistant 

construction with the best 

performance and value.
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changes is critical 
to business conti-
nuity. Along with 
the necessity to 
provide real-time 
system updates, 
this makes having a 

cloud-based solution 
the only choice to manage 

today’s access control client.
2) Easy to Use 
Every access control system on 

the market will tout ease of use as a 
key feature, but many don’t deliver on 
that promise. The software interface 
and application should be easy to use 
for anyone, security pro or end-user, 
who might interact with the system 
regularly. It should be intuitive to add 
or change hardware as well as manage 
access schedules that are critical to the 
daily management of a site.

3) Futureproof and Scalable
Cloud-based access control plat-

forms are by their nature infinitely 
scalable. Adding wireless locks should 
be easy, and any system constraints 
only are those imposed by the limita-
tions of the hard-wired components of 
a system. A universal access control 
platform can grow over time as the 
client’s system requirements change, 
and it can integrate and manage new 
hardware technology within the same 
platform. This is in contrast with pro-
prietary systems that work only with 
select brands of hardware and can be 
restrictive to end-users in the long run.

4) Integration with Other Systems 
Access control is not the stand-alone 

system it once was. Today, these sys-
tems even help to drive business pro-
cesses. For instance, a company using 
an IT contractor might require that the 
access control system integrate with its 
ticketing software to generate access 
codes automatically for contractors who 
visit various office locations. The right 
universal access control platform can 

add value by streamlining workflows 
that extend beyond just managing door 
access on a property.

Getting Started
A little bit of advance work can go a 
long way in making sure that the solu-
tion you specify can meet the demands 
of your customers today and into the 
future. These checkpoints should be 
part of every pre-installation site audit 
to help you to identify the best technol-
ogy options for every door.

1) Understand your users.
Make sure you understand who will 

interact with each door and at what fre-
quency. That can drive decisions about 
the type of credentials your locks have to 
support. Frequent users, such as employ-
ees, might prefer prox cards or key fobs 
as their credentials to save time access-
ing the door. Temporary or less frequent 
users, such as delivery drivers or custo-
dial workers, might prefer PIN codes.

2) Consider traffic areas. 
Consider how frequently users might 

come and go through each entry point 
on a typical day. High-traffic areas, 
such as main entrances, likely aren’t 
suitable for smart locks because of 
battery-life considerations, while low-
to-medium-traffic areas, such as main-
tenance closets or huddle rooms, are 
suited to wireless smart locks.

3) Check signal strength. 
Wireless smart locks have to have 

reliable network connectivity, and net-
work strength can vary greatly around 
a site. Know what’s possible in terms 
of connectivity to each of the doors you 
want to secure. For instance, it might 
not be possible to secure a maintenance 
door in a parking structure by using a 
wireless lock if it’s too far away from the 
Wi-Fi network. Making sure to examine 
the signal strength in advance will help 
to ensure the right lock is used.

4) Understand your existing system. 
If access control hardware (smart 

or electronic locks) is on-site already, 
understand how it all plays into the total 
solution. Are the existing locks part of a 
system, or are they stand-alone devic-
es? Are they cloud-based, or are they 
controlled by an on-premise software 
solution? Understanding the existing 
system, its infrastructure and its gaps 
will help you to determine how best to 

move, add or change it to bring total 
access coverage to your customers.

Also, if an access control solution 
already is installed, it can be useful to 
match the credential type on any instal-
lation to the credential type already 
employed. If users already use a prox 
card to enter a parking garage, for 
example, best practice would be to make 
sure they can use that same card to gain 
access to the elevator and the huddle 
rooms. It also can be useful to look for 
smart locks that provide more than one 
credential type. The right access control 
software will allow you to build on the 
existing system on-site and still deliver 
seamless credential management.

With the combination of wireless 
smart locks, hard-wired devices and 
cloud-based universal platforms avail-
able, bringing affordable access control 
to every door is a reality. End users 
recognize the necessity to eliminate 
keys from their entire property, from an 
operational perspective and because 
users want the simplest way to carry 
out daily activities. Adding access con-
trol to doors that typically aren’t includ-
ed can help security pros to expand 
their offerings while helping end-users 
to save time and avoid headaches.  ACAC
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Contactless technologies (RFID, 
Bluetooth®, IoT, etc.) offer new 
possibilities to simplify the driv-

er’s experience. STid’s SPECTRE reader 
accepts the challenge of fast-track 
security for vehicles access, making it 
both secure and extremely smooth. 

Here’s more from Frederick Trujillo, 
Sales & Operations Manager in USA.

Combining intuitiveness and  
vehicle access control
Seven out of 10 employees drive their 
car to work each day – a situation likely 
to be intensified with the current health 
crisis. Employees will select their own 
vehicle rather than use public trans-
port; however, a motorist’s daily com-
mute can quickly turn into a nightmare 
because of traffic-jams.

At the car-park entrance, the situa-
tion is no better: they need to stop their 
vehicle, open the window and present 
their card until almost touching the 
reader to gain access. 

This lack of fluidity raises anxiety. 
That’s why we need new solutions such 
as contactless technologies to simplify 
the driver’s experience.

The new advantages of  
contactless technologies
Contactless technologies such as RFID, 
NFC and Bluetooth® offer new alterna-
tives to allow continuous flow car-park 
secure access by automatically identi-
fying the vehicle and/or driver. 

When a driver approaches the car 
park entrance, the vehicle is auto-
matically detected thanks to a Teletag 
positioned inside the car and a STid 
SPECTRE long-range UHF reader 
installed nearby. 

SPECTRE ensures a calm and consis-
tent read over an impressive range of 
up to 13 meters. The car park owners 
can also opt for multi-antenna access 
management. Up to four antennas can 

be connected to just one SPECTRE 
reader to tackle all security challenges 
and fulfill all configurations: managing 
a diverse fleet of vehicles (cars, vans, 
motorbikes...), encompassing wide 
access points and even smooth access 
control for four separate vehicle lanes.

Ensure both vehicle and driver  
are authorized for entry 
The driver’s “access rights” can also be 
controlled thanks to STid Mobile ID®. 
Their identity is also verified before 
allowing both cars and drivers access. 

This is a level of security that many 
companies or offices need to ensure. 
For example, motorcycles in car parks 
are challenging. The motorcyclist 
doesn’t have a front number plate for 
identification, hindering access control 
for their vehicle. The rider is required to 
remove a glove to either use a card or a 
smartphone. 

With STid Mobile ID®, by simply tap-
ping the smartphone inside their fas-
tened jacket pocket, the motorcyclist 
can gain successful access. 

This growing need for intuitive-
ness must never impact on security 
and data protection. STid ensures 
security between the Teletag and the 
reader and between the reader and 
the system using the Secure & Smart 

Communication Protocol (SSCP), 
which helps to provide uniformed end-
to-end security. This protocol protects 
the communications of physical and 
digital access control equipment. It 
provides a secure connection between 
the readers (inspection devices) and 
the management system (concentra-
tor) to guarantee a level of security in 
line with government requirements. 

An answer that is  
not just technological
Analyze current procedures and con-
duct a full risk assessment to identify 
the potential added values of employ-
ing new technologies. The same 
applies for a true Return on Investment 
(ROI). Our ultimate success is based on 
attentiveness to market needs and to 
always propose improved, instinctive 
and highly secure solutions.

To learn more about STid’s products 
and solutions, please contact Frederick 
Trujillo at f.trujillo@stid.com or visit  
https://stid-security.com

Company’s sales and 
operations manager 
outlines the product’s 
features and benefits
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of vehicles. Simply and easily control access 
for four separate vehicle lanes...

SPECTRE is the markets most robust reader and intuitively easy to use. It’s 
discreet by design, flexible in its configuration, secure and encrypted in its 
communication. 
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Your Access Control System 

Is At Risk
There are intelligent and cost-effective solutions  
available to ensure the security of almost any system
by Sarah Bowling 

There are probably thousands of 
opportunities to threaten the security  
of an existing access control system.
Courtesy of Getty Images -- Credit: Gangis_Khan
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Let’s face it. There are probably 
thousands of opportunities to 
threaten the security of an exist-
ing access control system. It’s an 
inherent dynamic of the technol-

ogy–hacker relationship. We make it, 
they break it. Unfortunately, when tech-
nology is compromised it often means 
an upgrade is in order; not only for the 
technology itself but for the hardware 
that supports it.

Certainly, we are seeing impressive 
efforts made by hardware manufactur-
ers to minimize footprints, maximize 
interoperability, and future-proof instal-
lations. However, before you design 
your solution, you need to understand 
and prioritize the risks you are facing. 
This article outlines the three most 
imminent threats to legacy systems 
and proposes a general risk-mitigation 
solution for each. With careful product 
deployment and thoughtful transition 
strategies, these threats can be easily, 
efficiently, and affordably resolved.

1. Your legacy card 
technology can be 

cloned.
The majority of access control cre-
dentials in deployment today still use 
125kHz low-frequency proximity tech-
nology. This read-only technology is 
over 25 years old and though certainly 
reliable and economical, it is known to 
be extremely vulnerable when it comes 
to securing your proprietary data. Prox 
cards can be easily cloned.

The fastest way to duplicate an LF 
Prox credential is to pop down to your 
local big-box pharmacy or hardware 
store. Oftentimes you’ll see a “Key 
Me” kiosk somewhere near the store 
entrance. For as low as $9.99, you can 
easily copy your company card, your 
student ID, or even your gym pass! 
Another popular method of duplicating 
your prox credential is with a handheld 
cloning device which can be purchased 
online for just a few dollars more. 
Within 20 seconds, a user is able to 
read unsecured data off the original 
prox card and write that same data to a 
blank card. Access granted!
What You Can Do About It:

Get off prox. Depending on the 
number of cardholders you have, the 
process and the price of replacing 

already-issued cards can be painful. 
However, the cost associated with 
a breach can be much higher. More 
often than not, “getting off prox” falls 
into the “how can we afford not to?” 
category. Upgrading to a new secure 

credential technology such as encrypt-
ed smart cards or mobile credentials 
is highly recommended. Your primary 
goal must be to secure the commu-
nication/authentication between the 
credential and the reader so that propri-
etary user data is protected.

2. Your existing wiring  
can be skimmed.

Even if no one copies your card, that 
doesn’t mean your card data is safe. 
Once your card is authenticated by the 
reader, your data still needs to be com-
municated to the panel for access to 
actually take place. Traditional wiring 
protocol, known as Wiegand, has been 
the industry standard since the 1980s. 
Wiegand consists of uni-directional, 
unencrypted wires that run between 
the reader and the panel. It’s these 
wires that can be easily compromised. 
By simply removing the reader cover, 

a hacker can slip a skimming device 
on the Wiegand wires. Every time a 
card is presented to the reader, the 
skimming device can capture the 
unencrypted data as it travels along the 
Wiegand wires. This is a surreptitious 
and incredibly effective method of cap-
turing entire databases of cardholder 
information!
What You Can Do About It:

Upgrade to ODSP. Open Supervised 
Device Protocol (OSDP) was developed 
by Security Industry Association (SIA) 
and approved as an international stan-
dard by the International Electrotechni-
cal Commission (IEC) in 2020. It offers 
more functionality, interoperability, 
and most importantly, higher security 
than Wiegand. Instead of communi-
cating unencrypted data between the 
reader and the panel, OSDP supports 
bi-directional, encrypted communica-
tion via RS-485 thus protecting that 
proprietary card data traveling to the 
panel for access command. Essentially, 
upgrading to OSDP requires installing a 
panel converter of some sort or, more 
popularly, a complete panel replace-
ment. This transition also affects your 
reader, as it too needs to be capable of 
supporting the new protocol.

Essentially, you’re asking your hard-
ware to speak a new language. Most 
access control manufacturers now 
offer “intelligent panels” which com-
municate OSDP and offer a wide range 
of features and functionality not offered 
in legacy panel technology (e.g., ability 
to do remote firmware updates to the 
reader via file transfer). Reader manu-
facturers have varying approaches to 
supporting OSDP. Replacing hardware 
with hardware is not only infuriating, 
but it can also be very expensive. If you 
are planning to transition your legacy 
system to OSDP, it is important to 
select the right hardware that will set 
you up for future success.

SIA launched a certification program 
called OSDP Verified. Defined by 
SIA, this is a “comprehensive testing 
program that validates that a device 
conforms to the SIA Open Supervised 
Device Protocol (OSDP) standard and 
the related performance profiles”.

Key Features To Look For When 
Evaluating OSDP Reader Hardware
• OSDP Verified

The majority of access 
control credentials 

in deployment today 
still use 125kHz low-
frequency proximity 

technology. Just 
because you’ve 

upgraded to a more 
secure credential 

technology doesn’t 
mean you’re out of the 

risk zone.
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• Readers can handle the transfer of 
structured data units required for 
smart card operations (File Transfer)

• Readers can automatically detect 
OSDP when connected to the new 
panel without needing new wires or 
field firmware updates

• Readers with a certified EAL6+ 
crypto engine to protect your keys

• Reader manufacturers who allow 
you to own and access your keys, 
unfettered, for true credential 
interoperability

• Readers are configured for maxi-
mum security, that prevents badge 
ID duplications, and that works well 
with dual-tech cards with no secu-
rity compromise

3. You’re locked into 
proprietary technology.

Just because you’ve upgraded to a 
more secure credential technology 
doesn’t mean you’re out of the risk 
zone. In fact, there’s a very good 
chance you’ve locked yourself into a 
proprietary relationship with a vendor 
without realizing it. Most manufactur-
ers have set up their business models 
to support a proprietary solution due to 
the method of encryption most com-
monly used to secure your data. In the 
commercial market, the most popular 
method of securing data on a card is 
called symmetric encryption.

This type of encryption uses a 
single, secret keyset to encrypt and 
decrypt your user data when it is 
shared between two authenticating 
devices (e.g., the card and the reader). 

This method allows for a fast, easy, 
and affordable secure credential 
solution. The problem, however, is 
that those encryption keys are often 
owned and managed by the vendor. 
Furthermore, vendors often utilize a 
“common key” or “universal keyset” 
so that every credential and reader/
device deployed in the entire market-
place uses the same “secret key”.

The risks here are twofold:
• A vendor-owned encryption key 

means if you want your credential 
to work on any device in your eco-
system (card reader, lock, secure 
printing device, etc.) you are forced 
to purchase those products through 
that very same vendor. Or, at a mini-
mum, pay a module fee in order to 
have that vendor manage the keys 
and establish compatibility with the 
various devices and applications in 
your ecosystem. Buying proprietary 
encrypted credentials means you’ve 
instantly limited your ability to freely 
source products at a competitive 
price. You’ve also limited your own 
ability to freely integrate your cre-
dentials to work on all of the devices 
in your ecosystem. 

• If a vendor programs a “common 
key” or “universal keyset” in all of 
the credentials and devices they 
sell into the marketplace, the entire 
deployment is at risk should that 
universal keyset somehow become 
compromised? Even if individual 
customers have been assigned a 
unique format (Facility Code, bit 
format, badge ID range), if the 

encryption keyset that pro-
tects their data gets hacked, 
then every single customer 
using products with the 
same keyset becomes 
compromised. Owning your 
cards, but not your own 
encryption keys – is like 
owning a house in a gated 
community but the HOA 
uses the exact same locks 
and keys on every front 
door in your neighborhood. 
If someone picks your lock, 
they essentially pick every-
one’s lock.
What You Can Do About It:

Own your keys. Believe it 
or not, there are solutions that 

allow an end-user to abolish these ven-
dor handcuffs, and this involves taking 
ownership of a unique encryption keyset.

For example, LEAF is an industry 
initiative devised by product manufac-
turers who evangelize open standards 
for credentials. These LEAF partners 
have defined a credential that is highly 
secure, openly sourced, and totally 
interoperable with unlimited devices 
or applications which may reside in 
a project ecosystem. Some of these 
manufacturers also offer Key Manage-
ment Services, which make owning 
your keys and provisioning them to 
the devices of your choice an easy 
process to deploy. Owning your keys 
means you now have the power to 
support any device or application in 
your ecosystem with just one creden-
tial. The purpose of a LEAF solution is 
to break the chains otherwise estab-
lished by credential manufacturers 
with proprietary business models.

I encourage you to research your 
options when faced with designing 
your transition strategies, so as to 
capitalize on the most intelligent and 
economical solutions available in the 
industry today. 
ACAC

About the 
author: 
Sarah Bowling is 
the VP of Market-
ing and Communi-
cations at WaveL-
ynx Technologies
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How to Use EAC  
to Secure a  
Cannabis Facility
by Bryan Sanderford 

Cannabis business operations 
face a unique set of challenges 
that are both public-facing and 
anchored in strict government 
and banking compliance man-

dates. The one common denominator 
with these challenges is the need for 
tight physical security to better protect 
people, property, and assets with two 
predominant areas of interest focusing 
on entry/egress points, and back areas 
where cash is handled.

Given all of the sophisticated security 

solutions available today, the most 
pervasive and effective physical secu-
rity solution for cannabis businesses 
is to keep facilities, products and cash 
locked down. Door control technology 
continues to be a proven first line of 
defense to help prevent incidents from 
occurring, effectively keeping both cus-
tomers and employees safe.

People usually think of doors as a 
means of keeping someone out, or 
alternately, keeping someone in. Doors 
provide privacy and, when locked, a 

level of security that is both simple and 
effective. Perhaps you never thought 
about it at length, but there are many 
ways that doors can be opened and/
or closed. They can be manually oper-
ated with a handle or push bar, revolve, 
swing or even slid into a pocket in 
the wall – and they can be operated 
automatically with the push of a but-
ton, the swipe of a card or a proximity 
device, or be programmed to lock if 
another door is open or unsecure. All 
of these solutions are appropriate for 

G
et

ty
 Im

ag
es

/



SAY GOODBYE TO
MECHANICAL KEYS

SALTO’s easy to install products make it simple for locksmiths and 
security professionals to upgrade and replace mechanical-key-
operated locks with the latest in electronic access control.

Learn more at salto.us

2107SBZSUP_ACCESS-Salto.indd   1 6/23/21   3:37 PM

G
et

ty
 Im

ag
es

/

Request information: www.SecurityInfoWatch.com/10225529



S40    ACCESS CONTROL Trends & Technology  |  JULY/AUGUST 2021

specific applications in today’s canna-
bis facilities.

Controlling Physical Access
Perhaps the most essential aspect of 
cannabis business operations is also the 
most precarious – customer interaction 
and access to retail areas. This earmarks 
entry/egress control as a primary priority 
when implementing physical security 
measures. Fortunately, there is more 
door technology on the market today 
than ever before, including advanced pro-
grammable door interlock systems (often 
called mantraps), which provide very high 
levels of security. Door interlock systems 
provide cannabis facilities with a unique 
form of protection for both customers 
and employees that is not afforded by 
conventional access control systems.

Interlock systems have different 
names based on their functionality, and 
are commonly referred to as one of the 
following:
• Interlocks
• Mantraps
• Sally Ports (for 

vehicles)

• Secured 
Vestibules

• Air Locks

In its simplest form, a door interlock 
system commonly referred to as a 
“mantrap” is composed of two doors 
electronically connected so one cannot 
open until the other has closed. For can-
nabis facilities, an interlock door system 
can provide unrestricted access to an 
interior vestibule, where customers and/
or employees can be screened automat-
ically or by a security guard before enter-
ing your facility. Access to the interior of 
your operation is only allowed when the 
exterior door is closed, preventing tail-
gating of unauthorized individuals.

For retail locations, a secure ves-
tibule may be employed. When an 
individual(s) in the interlocked area 
is approved, the outer door remains 
locked, and the individuals are allowed 
to proceed through the inner door. 
Conversely, if an individual is deemed 
suspicious, an alert can be sounded. 
The inner door will remain locked and 
the outer door will unlock allowing the 
potential threat to exit the building. This 
effectively prevents potential problems 
from escalating inside your facility.

For employee entrances, a secure-
entry vestibule configuration provides 
a fast method of entry and egress 

through a combination of locked and 
unlocked doors. Exterior doors are 
normally secured and interior doors 
are normally unlocked. An electronic 
access system controls entry from the 
outside and a Request-to-exit (REX) 
device is used on the interior of exit 
doors. Unlocking the entry door will 
lock the interior door of the Secure 
Entry Vestibule. Once the exterior 
door is re-secured, the interior door is 
unlocked to allow access to the facility.

The highest level of security is pro-
vided with a restricted entry and exit 
system, whereby a door is unlocked by a 
request for access only if no other relat-
ed doors are unsecured. Opening any 
one door keeps all other related doors 
locked. Restricted entry and exit sys-
tems will buffer simultaneous requests 
for access to prevent two or more doors 
from being unlocked at the same time. 
This door interlock system configura-
tion is most appropriate for back areas 
of cannabis facilities where inventory is 
stored and cash areas are located.

For cannabis distribution facilities, sally 
ports can be deployed to control vehicu-
lar entry/egress using any combination of 
overhead doors, gates or bollards.

Door interlocks are also available with 
different modes of functionality. Can-
nabis facilities with a high amount of 
pedestrian traffic in the morning and late 
afternoon may want two doors operat-
ing during these time periods with the 
ability to switch to a single door during 
midday or evening hours. Intercom 
systems can also be added to door 
interlock systems to allow communica-
tions between the individuals inside the 

“mantrap” and a facility greeter or secu-
rity guard controlling the system.

For employee access to highly 
secure areas within cannabis facili-
ties, advanced interlock systems can 
be deployed with biometrics that read 
faces, eyes, and/or fingerprints to pro-
vide highly accurate identity authentica-
tion and verification, adding a much 
higher level of sophistication and securi-
ty. This prevents lost, stolen, or replicat-
ed physical access control credentials 
or even simple key locks to be compro-
mised by unauthorized personnel.

While security is the core priority, a 
door interlock system deployed at can-
nabis facilities must also be user friendly 
and safe, or it can become a logjam for 
customer traffic as well as a potential 
source of liability. In an emergency, the 
door interlock system must enable people 
to evacuate the facility. For example, if the 
power fails, an emergency override would 
ensure that the door can be opened manu-
ally. Moreover, safety codes may require 
that the door interlock systems be inte-
grated with the facility’s fire alarm control 
panel to allow emergency door release. A 
local emergency pull station may also be 
required to allow doors to be unlocked in 
non-fire alarm emergencies or to interface 
the system with NFPA 101 delayed egress 
controls. In every case, local compliance 
mandates must be carefully adhered to 
when designing a door interlock system 
for your facility. Working with a reputable 
manufacturer and system installer ensures 
you will get the ease of operation and spe-
cific door interlock capabilities and compli-
ance you need, along with high-quality 
customer support and service.

Door control solutions like interlock sys-
tems are highly cost-effective while deliv-
ering an effective means of securing your 
facility. Dortronics is a leading supplier of 
door control solutions and electronic lock-
ing solutions ideal for cannabis facilities. 
Our experienced team of door control 
experts are here to help assist with your 
specific needs with personalized support 
and products that are made in the U.S.A. 
We look forward to hearing from you.   ACAC

About the author: 
Bryan Sanderford is the National 
Sales Manager at Dortronics. Please 
visit www.Dortronics.com for more 
information.

For cannabis facilities, an interlock 
door system can provide unrestricted 
access to an interior vestibule, where 
customers and/or employees can be 
screened automatically or by a security 
guard before entering your facility.
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When considering why 
homeowners purchase 
technology products for 
their home, one must 
consider the principal 

drivers behind the purchase. These 
days, simplicity and convenience are 
paramount – particularly at a time when 
the pandemic has already complicated 
so much. Today, while stuck at home, 
many homeowners are working on 
projects that will make life less stress-
ful and make their homes more secure. 
And many of these projects involve 
connected devices like smart locks.

Even the most tech-savvy customer 
wants technology that is going to 
improve their day-to-day living today 
and in the future. A 2019 smart lock 
audience segmentation study conduct-
ed by Kwikset found that even “tech 
enthusiasts” were looking for “durable, 
tech-savvy locks to make life more con-
nected.” They wanted “long-lasting, 

durable” locks” that “bring conve-
nience to life, so they should be easy to 
install, too.”

Not surprisingly, the same study 
found that “everyday fixers” (who are 
described as suburban homeowners 
who take care of their home their way) 
were also interested in “durable, func-
tional locks” and “convenience.”

Simplicity can take many forms in a 
smart lock. But each of these simplici-
ty-enhancing features and benefits can 
be a key factor in selling these devices 
and growing the connected side of a 
dealer’s security business.

Simplicity of Design
According to a 2020 Smart Door Lock 
study conducted by Parks Associates, 
“Strong product design instantly com-
municates the added value of a con-
nected product. Design differentiates, 
validates value, and contributes heavily 
to the user experience.”

Simplicity can take 
many forms in a 
smart lock. But each 
of these simplicity-
enhancing features 
and benefits can 
be a key factor in 
selling these devices 
and growing the 
connected side of 
a dealer’s security 
business.
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Once seen as difficult 
to install, connected 
locks are now 
making the lives of 
homeowners easier 
while simultaneously 
boosting integrators’ 
bottom lines
by Nick English

Smart locks made simple
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Most people don’t want to bring the 
latest technological device into their 
home if it’s going to detract from the 
home’s décor – if it is unattractive or 
calls attention to itself in a negative way. 
They might begrudgingly put up with a 
tangled mess of wires in order to get 
that perfect sound from their home the-
ater, but they’d prefer if the wires were 
invisible, and the devices themselves 
attractive and sleek, but unobtrusive.

When it comes to the look of the lock 
itself, we find that buyers of smart locks 
fit into two main categories. Some, par-
ticularly those with a more traditional-
looking home, want a smart lock that 
conveys a similar aesthetic to a tradition-
al lock. These smart lock options can 
somewhat disguise the technological 
advances and are not overly disruptive in 
terms of design “language.”

Others buyers do prefer a more 
forward-looking design, albeit a lock 
that is unobtrusive as well as sleek and 
modern. The Parks Associates study 
makes the point succinctly: “A simpler 
design can make the device appear 
less daunting to consumers unfamiliar 
with smart door locks, attracting more 
customers and enhancing the value of 
the product.”

Simplicity of Installation
Sometimes what is thought to be the 
complexity of smart locks by the deal-
ers and technicians themselves can 
slow the growth of a smart lock busi-

ness. For example, one of the reasons 
I’ve heard from those hesitant to grow 
their smart lock business is a perceived 
difficulty of installation. This percep-
tion couldn’t be further from reality. If 
you’ve ever installed a traditional dead-
bolt, or even if you haven’t, installing a 
smart lock is remarkable easy.

If you’re replacing a traditional 

mechanical deadbolt with a smart lock, 
then the hole you need for the smart 
lock already exists, the door is already 
chiseled, and the frame is already cut 
out. Installing a smart lock is just as 
easy as swapping in a new deadbolt. 
And if it is a new door, it has arrived to 
you with a hole already in place, pre-cut.

The hole for the mechanical deadbolt 
works just as well for a smart lock. In 
fact, in some cases, the smart lock 
might be a better fit. Today’s smart locks 
increasingly feature smaller footprints 
and tapered parts, to help ensure that 
everything fits, and the door closes 
correctly.

If the door doesn’t fit after installing 
a smart lock, odds are that there are 
issues with the door frame or jamb – 
not the lock. To address this potential 
issue, before the old/original deadbolt 
is removed the technician should 
ensure the bolt is free to move and 
does not bind up or have any issues 
closing freely. It is important to address 
any issues with the door frame or 
warping -- before the electronic dead-
bolt is installed.

And as for complicated electrical 
work, or wiring, there is none. Smart 
locks are battery operated. Popping in 

Most people don’t 
want to bring the latest 

technological device  
into their home if it’s 
going to detract from  

the home’s décor.
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the battery is as easy as, well, popping 
in a battery.

After the smart lock is physically in 
place, the device can be ready to use 
without a lot of complex programming. 
This is especially true if the smart lock 
features one-touch programming, an 
advantage that serves to speed the 
installation process. This means that 
customers that expect the installation 
of their smart lock to be a time-con-
suming process can be relieved to learn 
just how quickly they can get their new 
device up and running.

Additional Benefits
Here are some additional benefits 

to zero in on when it comes to selling 
smart locks:
• Uncluttered keyrings. Simplifying 

lives can mean eliminating clutter, 
including reducing the number of 
keys in the homeowner’s pocket. 
Smart lock users can store their 

key in a safe, out-of-the-way place 
because they can use a personal 
user code to enter the home. They 
can also assign a time-sensitive user 
code to whoever might need one 
and delete it when they see fit. In 
this way they are not passing out 
copies of keys to friends, relatives, 
caregivers and contractors – keys 
that can be lost or stolen.

• Easy information. Smart locks con-
nected to a home automation system 
can be empowered to maintain impor-
tant information about their use and 
deliver it to a controlling device. In this 
way, they can provide homeowners 
with an audit trail of who has been 
granted access to their homes, and 
when. Homeowners can even receive 
notification via text message of when 
their loved ones have arrived home 
safely, or when the painters came and 
when they left.

• Converting customers. Converting 

customers to smart lock custom-
ers has never been easier than with 
the addition of the latest smart lock 
conversion kits. These products 
turn mechanical locks into smart, 
electronic locks by replacing the 
interior half of the existing lock with-
out changing the exterior. These 
products appeal to design-focused 
homeowners who want the conve-
nience of keyless entry and home 
automation while maintaining the 
style of the front door and/or match-
ing an existing handleset.   ACAC

About the Author:
As North American Sales Manager for 
Kwikset Residential Access Solutions, 
Nick English is responsible for manage-
ment of all sales and distribution through 
Pro Security channels, including sales 
and performance management of Terri-
tory Sales Managers and Key Account 
Managers. 
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