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The Current State of Physical
Access Control Technology

The growing adoption of physical access control systems to monitor
occupancy data is just one of the outcomes of the global pandemic

by Luc Merredew

o better understand the present state of the physical access control systems that are

deployed in the market, HID Global conducted a survey of just over 1,000 respondents

across a wide range of physical access control job roles and geographies. It follows

similar surveys conducted by HID Global in 2020 and 2021 that likewise explored the
demands and challenges of utilizing physical access control systems on a daily basis, whether
significant upgrades are required, and what respondents desire from their solution to support
operational practice.

While HID's 2020 State of Physical Access Control Report found that 51% of respondents

believed their current system either met or exceeded their requirements, just two years later,

S8 ACCESS CONTROL Trends & Technology | JULY/AUGUST 2021

The growing adoption of physical
access control systems to monitor
occupancy data is just one of the many
unexpected outcomes of the global

pandemic.
Courtesy of HID Global
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Over a third of professionals are
planning to upgrade at least one, if not
all, of their access control components
within the next three years.

this figure has dropped to 41%. During this
two-year period, a global pandemic has led
to a significant change in fundamental orga-
nizational practices beyond what could have
reasonably been predicted three years ago.
Following are the most significant findings
from the 2022 report.

Traditional Credentials

and Physical Badges
Remain in Use

Access control credentials have undergone
an evolution in recent years. Older creden-
tials introduced in the 1980s and 1990s are
unencrypted and much easier to duplicate
than modern options such as Seos® and
MIFARE DESFire EV3 credentials with
security features such as encryption and
mutual authentication that are inherently
more secure. Despite this, almost a third of
respondents stated they are using 125 kHz
low-frequency prox, and 35% also support
magnetic stripe technology. Technology
such as first-generation MIFARE Classic
and iCLASS is being used by 18% and 26%
of organizations, respectively.

It is also unsurprising that 60% of
organizations use ID badges for access
control purposes —while they do provide a
ready-made touchless solution. Time and
attendance systems, where employees
can check in and out of work for payroll and
other administrative functions are being
used by 50% of companies, and 49% are
using parking/gate control.

Though newer technology, such as
biometrics and mobile ID, is being used by
fewer organizations, there is now significant
uptake in the marketplace. According to the
report, 32% of respondents said they were
actively using mobile IDs, while another
30% are actively using biometrics technol-
ogy — whether that be fingerprint, facial or
iris recognition. An additional 17% of respon-
dents cited they were planning to upgrade to

Courtesy of BigStock.com

biometric access control or were already in
the process of doing so, while another 19%
said the same about mobile technology.

Over half (55%) of organizations are now
using logical access (secure computer/
network login for access to cloud and web
resources) — a figure which is likely to have
risen significantly during the pandemic as
security and IT teams needed to ensure
employees could access the necessary sys-
tems remotely, without compromising secu-
rity. Many companies had to implement
significant changes to their operating pro-
cedures to accommodate remote working,
to prevent data leakage and cyber security
vulnerabilities. The need for physical access
control measures enabling hybrid work and
onsite essential employees may have also
played a role.

Challenges to

User Satisfaction

Improving user convenience was the chal-

lenge most cited as security professionals’

top day-to-day challenge with systems, and
43% would like to make the administration

of physical access control easier.

Twenty-six percent of those surveyed
selected ‘complying with new regulations
in their top three challenges, while 13%
chose ‘reducing physical touchpoints’. With
one in four looking to ensure their access
system is up to date with the latest regula-
tions, and for just over one in 10 to select
contactless technology as a top three day-
to-day challenges, this may indicate that
COVID-based practices are continuing to
have an influence on security and facilities
management professionals.

There is also a clear demand for more
integrated systems, with 27% citing 'inte-
grating with other enterprise systems in
their top three day-to-day challenges. With
the move away from proprietary technol-
ogy to open platforms, such as OSDP,
organizations are able to reap the benefits of
connected devices that relay information to
each other to determine automated actions.

Upgrades are a Major Issue
If only 41% of users believe their current
access control system meets or exceeds
their requirements, clearly there are sev-
eral obstacles that remain to an upgrade
process. Despite this, 38% of all respon-
dents plan to update their physical access
control system in some way in 2022. 28%
of respondents were ‘not sure’, indicating

S10 ACCESS CONTROL Trends & Technology | JuLv/aucusT 2022
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that decisions may depend on whether the
reduction of COVID restrictions and reignit-
ing of sector-specific economies continues.
In addition, over a third of professionals are
planning to upgrade at least one, if not all, of
their access control components within the
next three years. While vendors continually
work to make replacing systems easier than
ever — particularly if staying with the same
provider but upgrading to newer models —a
full upgrade of readers, credentials, control-
lers, and/or software is not likely to be a deci-
sion made lightly. Regardless of the planning
and specification processes involved, it takes
installers and integrators time and money
to conduct the work, resulting in potential
inconvenience for staff and visitors.

Occupancy data
feedback has evolved
from simply knowing
how many individuals

are in a building or
on-site for safety

purposes
|

Software is considered the easiest to
upgrade, with some providers able to inte-
grate newer versions to older hardware
devices via cloud-based updates. But it is also
easier than ever to upgrade separate com-
ponents of physical access control systems
thanks to open software technology, such as
OSDP. Technology from different manufactur-
ers can now be integrated to work together,
using open protocols rather than proprietary,
closed technology, meaning that users can
upgrade readers or credentials without having
to upgrade both at the same time.

Traditionally, the upgrade decision-mak-
ing process for a system so integral to the
security of a facility or organization would
likely fall directly to the security department.
While major upgrade projects may require
sign-off from the C-suite, much of the plan-
ning, specification and procurement process
would have been undertaken by the secu-
rity team, collaborating with facilities or IT
where appropriate.
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A move to ‘touchless/contactless capabilities’, which could be seen as a direct
consequence of the pandemic has led to an adjustment of health and safety best
practices in the workplace and multi-occupied residential buildings.

As the industry moves away from stand-
alone technology, however, the access con-
trol system — much like video surveillance
—is doing far more than simply providing a
barrier to entry to unauthorized individuals.
Instead, as the technology and software
available have evolved, access control is
now integrating with HR, facilities, IT, HVAC
and many more building systems.

The survey revealed that installers, inte-
grators, consultants and vendors who deal
directly with the end-user will have to bal-
ance multiple demands and departmental
influences when implementing upgrades.
Across the board, there appears to be some
involvement from several departments in the
purchasing of physical access control sys-
tems. Generally, and as one might expect for
any major internal upgrade plan, the C-suite
—including CISO, CSO, CIO and CTO —was
most selected as having final authority. The
physical security, IT and information security
and facilities team were also said to have
either final authority or make final recommen-
dations on Physical Access Control Solutions
(PACS) upgrades by the majority.

While very few responses cited that
sustainability departments — or those pro-
fessionals who have responsibility for an
organization’s environmental footprint (not
all may have entire departments) — had the
final recommendation or authority over deci-
sions, 75% of professionals did at least have
‘some influence’. 28% were even said to

be “fully consulted’ in decisions, marking a
clear effort by organizations to understand
how new purchases and upgrades in access
control technology can have an impact on
sustainable practices.

The survey also revealed the drive for
physical security and cyber/IT security
departments to work closer together. As
physical security systems and devices have
evolved into IP-based products, many are
now directly attached to the organizational
network. This has brought many benefits,
but also challenges and concerns over
potential vulnerabilities. While vendors play
a key role in ensuring systems have some
level of ‘built-in" protection — adhering to
standards such as cyber essentials or ISO
27001 - IT professionals will want to ensure
that anything attached to their network is
compliant and there is no risk of access
from hackers, via a vulnerability in an access
control reader, for instance.

Proponents of the ‘convergence’ of
security highlight the need for a culture
shift away from siloed departments with
separate funding sources and strategies to
one of inclusion and collaboration. Physical
security hardware can be a ‘gateway’ for
cyber-physical threats, and access control
systems may therefore require both the
physical and cyber departments to have
oversight of the tech being used.

Despite the demand for upgrading access
control, there remain several obstacles in
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doing so — the most obvious of which is
cost. Indeed, 38% of those asked selected
this as their biggest obstacle to upgrading,
while another 15% answered that there was
a lack of compelling ROl and that it wasn't a
business priority for the budget. Whatever
the obstacles to upgrading, with 38% of
respondents looking to update or upgrade
some form of their access control system
in 2022 alone, there is clear demand and
awareness of the need to do so.

There is also a clear push towards long-
term convenience, as end-users, consul-
tants and integrators become increasingly
aware of the move away from proprietary
models towards open, long-term standards
and solutions. Forty-nine percent of those
surveyed said they would require the ‘ability
to add or support new tech in the future,
33% require ‘integration with existing secu-
rity platforms’, while 28% argued for ‘open-
standards’ based tech’.

Users are also keen to embrace innovative
technology, it would appear. 43% answered
‘touchless/contactless capabilities’, which
could be seen as a direct consequence of
the pandemic which has led to an adjust-
ment of health and safety best practices in
the workplace and multi-occupied residential
buildings. Despite many countries actively
reducing such requirements, this number has
only grown since HID Global's own State of
Access Control Report in 2021 (41%).

Meanwhile, 41% required the ability
to utilize mobile in a new access control
system. In a separate question, where
we asked respondents to select the one
technology that they thought would have
the greatest impact on improving physical
access control, one in five selected touch-
less (20%) or mobile access (18%).

Access Control’s Role

in Monitoring Building
Occupancy

The survey also revealed how the pandemic
has shifted patterns of work in organizations
across the world, and how this impacts
access control.

For those who have transitioned to a
hybrid model of both remote and in-person
work, building occupancy monitoring has
become more important to ensure facilities
remain as efficient as possible and to allow
the c-suite to make informed decisions
about building usage.

Occupancy data feedback has evolved
from simply knowing how many individuals



are in a building or on-site for safety pur-
poses, such as in the event of an evacua-
tion or emergency, to Real-Time Location
Systems (RTLS). According to the survey,
39% of organizations are able to measure
both the number and location of employees
and visitors on site, while 21% are unable
to, or choose not to, monitor either. 34%

of respondents cited they only know the
number of employees and visitors on site,
but not location. The final 6% only know the
location of employees and visitors, but not
the number — perhaps unsurprising given
that most systems that are able to track
location will be monitoring occupancy num-
bers simultaneously.

As many businesses looked to streamline
their operations and save money during
2020 and 2021, those with occupancy data
were able to assess whether they could
‘offload’ office space that was rarely uti-
lized. For organizations that have transferred
to a hybrid work model, such technology
also allows for better planning, to ensure
desk spaces are always available, but not

stretched — particularly on days that are
busier than others.

Access control systems were the
most popular form of method to monitor
occupancy data, with 42% using them for
employees and 34% for visitors. Time and
attendance systems were also cited by
24% for employees and 15% for visitors,
while electronic and even paper rosters
remain in use — perhaps by smaller firms
or for specific purposes, such as an on-site
gym or leisure facilities. SMS and cellular
systems were also being used by a few
organizations (2%).

The growing adoption of physical access
control systems to monitor occupancy data is
just one of the many unexpected outcomes
of the global pandemic. With a renewed
focus on hygiene and safety practices and
millions of people suddenly switching to
remote working, the changing requirements
of access control systems for security, facili-
ties and IT teams to navigate have been more
dramatic than ever before. The crossover of
convenience and security has moved ever

closer, but new working practices — many

of which remain despite signs of a return to
‘normality’ — have also added prominence

to building efficiencies and contactless
solutions. While the 2022 Physical Access
Control Technology report re-surfaced many
of the same themes as the 2020 study, it is in
these areas that the pandemic seems to be
having an enduring influence. AC
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An Enterprises’ Guide

to Future-Proofing Their
Access Control S

by Lee Odess

In reality, most legacy access
control providers have been
focused on today only, so in
turn, so do the features and
roadmap of their products.
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ithout a doubt, the technology
sector has evolved. But has the
access control industry grown
with it?

The answer is, “it depends.”

It depends on who you're talking with,
what vertical they work in, their business
model, and their own perceptions and
experiences.

It also depends on whether or not they
acknowledge that the game has changed.

Playing a New Game

For the past 30 years, the access control
industry has rested on the value proposition
of keeping bad people out. There is a per-
ception in the industry - even among “inno-
vators” - that this value proposition does not
need to change. That's led to incremental
changes in architectures, legacy technolo-
gies, and the reliance on tried-and-true busi-
ness strategies.

Of course, that's the value proposition.
Safety and security are the foundation.
And, up until recently, the traditional
access control customer was not asking
for anything different.

So, why change the game?

Easy. The customer changed. Their expec-
tation wants, needs and understanding of
what's possible have fundamentally shifted.

As an industry, our imperative is to pro-
vide safety and security. In that, the industry
remains resolute. But looking ahead to the
next 30-plus years, companies need to play
a new game: one that delivers safety and
security and much more.

Vertical Software
Integration Key to
Unlocking Opportunity

in the New Game

This shift isnt as new as it may seem. The
access control industry has been mov-

ing toward a new value proposition (with

a core of safety and security) since 2009
with the introduction of the iPhone. The
pandemic accelerated the shift in customer
expectations and the need to deliver on new
vertical-specific use cases to a fever pitch -
a metamorphosis this industry has not seen
since the introduction of electronic access
control in 1973.

This accelerated digital transformation has
given way to a more software-centric indus-
try, a savvier and more creative customer, a
need for more extensive and unique enter-
prise solutions, and a new, customer-centric

story (aka value proposition) - one that allows
for personalized experiences that not only
create safety but also ease.

The pandemic also generated an influx
of capital (billions of dollars) into and around
the security industry which escalated this
transformation even higher - faster.

Up until a couple of years ago, the
high-security industry was only a cottage
industry. But now, flush with the increased
investments, the security industry has
entered the mainstream, which can look a
bit confusing through our traditional lens.

For the past 30 years,
the access control
industry has rested on
the value proposition of
keeping bad people out.

The reason? In short, verticalization. Verti-
calization forces industries to get very deep
into the nuances and use cases it needs.

The problem for the access control indus-
try is that, like the broader security industry,
it has been working under a horizontal
model where the same systems and fea-
tures used for airports were also supposed
to work for the enterprise, senior living or
any other vertical.

Most of the acceleration in the mainstream
market is happening in verticals such as
proptech, multifamily or the enterprise. This is
where we see new players, business models
and a customer looking for something quite
different from what the access control indus-
try has been doing, saying and selling. What
you see looks more like what you have seen
in the HVAC, IT and lighting industry.

The customer base that is focused on a
vertical model is looking for value beyond
table stakes (our core value proposition of
safety and security). And this is an opportu-
nity to either lead through change or merely
manage it.

How to Future-Proof

Your System

A few in the access control industry are put-
ting action behind this and leading the way.

The rest are, to my best guess, are waiting.
Or perhaps they are wishing for something
else to change (so they don't have to).

No matter what, it is clear that the most
successful companies will take a vertically
integrated, customer-centric approach.

Which leads us to the question: How?

How does an enterprise organiza-
tion create a roadmap and approach to
advanced access control that is multi-
faceted and future-proof?

The word future-proof is interesting
and is the primary variable when thinking
about how.

As | stated earlier, for over 30 years, there
was a minimal need to worry about the
future as the past was the only approach.
Likewise, most legacy access control pro-
viders have been focused on today only,
so in turn, so do the features and roadmap
of their products. And that is okay because
the conventional wisdom was that is all
customers and dealers wanted from these
systems. But as we move out of this new
normal, we need to start looking at today
and tomorrow, not yesterday and today.

What Do Today and
Tomorrow’s Access Control
Systems Look Like?

Here are three questions and eight criteria
to consider when looking to future-proof
your access control system. Let's break
these into three categories: today, tomor-
row and cost.

Question 1: Does this access control
system meet my needs for today?

Security - data, cyber, and privacy: This
one is easy to understand at a high level but
gets very nuanced as you dig into it, how
it is applied and what it means. The simple
question is, can you trust that your and your
customer’s data are safe? Even easier, can
you trust the access control manufacturer,
and can they provide you enough informa-
tion to prove you should trust them?

What features do you need, and does the
access control system have them? | would
clarify what features you want and ensure
the access control manufacturer can meet
them as a standard with minimal configura-
tion. | would also look for an access control
manufacturer that can improve over time.
That is the great misnomer of the access
control industry. Access control systems
built for yesterday see their best day on day
one when they are installed. From that point
forward, they degrade over time, whereas
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The customer base that is focused on a vertical model is looking for value beyond
table stakes (our core value proposition of safety and security). And this is an
opportunity to either lead through change or merely manage it.

modern access control systems get better
as they age, just like an iPhone or a Tesla.
What is the usability of the access control
system like? Modern companies built for
today and tomorrow have an intuitive and
easy-to-understand user interface. And |
am not just talking about the user interface
that dealers or administrators use. Modern
access control systems include the end-
user experience.

An access control
system built for today
and tomorrow has a
solid and connected

community and partners.
|

Question 2: To what extent will the
technology meet our future needs?

Innovation Engines: | would ask the
access control manufacturer to show you
their modern innovations. How much

investment and effort are the manufacturer
spending to improve the technology and
its adoption horizontally like a “security
product” and vertically to meet the needs
of specific customers such as yourself? Ask
for a copy of their software release notes.
Then check out how many they have had
and how useful they are to your business.

Flexibility: This one is hard to prove but
essential to ask. Few legacy access control
systems have evolved. So, make sure you
ask to understand how easily their solution
has evolved as the particular sector you
work in, and technology has developed? For
instance, do they lead with a mobile-first
mentality that is fit for multifamily or the
enterprise or as an extension of their card
strategy that can be applied to any vertical?
Then ask them to provide you with their
point of view that extends out three to five
years from now —is the story they are telling
you to have new ideas and ways of working
or is it laboring to keep up with an industry
maturing at breakneck speeds? The days
of proclaiming “we are a slow and conser-
vative industry” are yesterday’s Modus
Operandi.

Interoperability: This is an area where
the access control industry has failed
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itself more than anyone else. Our industry
has decided that we will take the walled
gardened with point-to-point integrations
instead of focusing on standards and easy-
to-implement free-flowing information.

Just like the need to define the features,
you desire; | would make the ease of your
access control system talks with other tech-
nologies a critical path to selecting a system
that meets your needs today and tomorrow.
What APIs does the access control system
have? More importantly, what is their phi-
losophy on integrations, sharing of data, and
portability of information?

Ecosystem: Strong interoperability
typically leads to a robust ecosystem. An
access control system built for today and
tomorrow has a solid and connected com-
munity and partners. This strong commu-
nity and partners will set you up for success
for today’s needs and future ones you are
not yet sure you need.

Question 3: To what extent does the
technology work within your budget?

Configuration, Licensing, and Ongoing
Costs: As access control systems move into
tomorrow, they will start not only to look,
feel, and sound like enterprise systems, but
they will also begin to charge like enterprise
systems. Getting a clear understanding of
your initial and ongoing costs is critical.

We are in the early innings of this digital
transformation. The good news is there
are many examples outside of our industry
to look to form patterns, models, and best
practices. Step one, though, is acknowledg-
ing the new game. Once we can do that,
we can start unpacking the impacts of that
change and planning for the future. There
is no better time to be in the access control
industry, and there is no better time to be
a customer of the access control industry.
Good luck with the future. It is our indus-
try’s opportunity to win. AC

About the author:
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the Senior Vice President
of Business and Opera-
tions for Latch. A long-
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[he Growing

Mooile Revolution
in Access Control

Mobile credentials are slowly but
surely becoming the next technology
disrupter in access control

by Jeff Bransfield

n an increasingly technology-dependent

society, individuals are looking to leverage

their smartphones as much as possible,

and mobile credentials can be helpful for
both operational and security purposes.
Mobile credentials can offer numerous
advantages over traditional keys, cards or
badges, and can often serve as a more
secure and convenient alternative.

With COVID-19 still generating uncertain-
ty in businesses reopening, and employees
returning to the office, mobile credentials
are a touchless, cost-effective, and con-
venient option for organizations looking to
streamline their security while saving costs
on hardware. However, it's important to
note that COVID-19 is not the only reason
so many eyes are fixated on this emerging
trend in access control.

More people are using their smartphones
now more than ever to open doors. And
2022 is likely to be a significant year for
mobile credentials, whose market size and
deployment are expected to reach entirely
new heights. According to Gartner, Inc.,
by 2022, 70% of organizations adopting
biometric authentication for access in the
workforce will execute it via smartphone
apps, regardless of the endpoint device

being utilized. Considering this figure was
fewer than 5% in 2018, you can see how
drastically things are changing.

In access control and identity manage-
ment, individuals receive authentication
from three varied factors, what they carry
with them (keys, cards, and badges), their
knowledge (pins or passwords), and what
makes you, you (biometrics). In terms of
the “what you carry with you" factor, smart
readers, keys, and badges have been in use
for a lengthy amount of time, whereby the
user either taps their key, card, or badge on
the reader or brings the card close to it.

However, mobile credentials, or the
user’s credentials stored in the user’s
smartphone, which can interact with the
smart reader, have become a prevalent con-
cept and are increasingly being deployed in
numerous end-user organizations such as
businesses, college campuses, hotels, and
healthcare facilities.

What are some of the driving forces
behind the adoption of mobile credentials?

Convenience

Can you remember the last time you left
for work without your cell phone? With
how dependent everyone is on their
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devices, there's a pretty slim chance it will
be forgotten at home. Unlike an additional
key card or badge, utilizing mobile creden-
tials means one less item that a student,
staff, or employee needs to bring with
them each day. Smartphones also allow
for a much simpler process in assigning
credentials. Typically, when generating
credentials in an organizational setting,
whether, through keys, badges, or cards,
each option requires workers or students
to be physically present in an office to
receive their credentials. This is not the
case; users don't need to be physically
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More people are using their smartphones now more than ever to open doors.

present or even in the same building to
have credentials assigned.

Additionally, as mobile devices have
multi-factor authentication, like fingerprints,
passwords, and facial recognition built-in,
there is an added layer of security without
the need for new hardware. Smartphones
also incorporate location services, alleviat-
ing the need to scan a physical badge and
allowing proximity servers to identify when
an individual is near the door they have
access to.

Security and

Identity Protection

Because smartphones have become

so intertwined with daily life, most indi-
viduals tend to notice if their phone is

no longer within reach within just a few
minutes. This fact is ideal for maintaining
secure premises. Physical badges, keys,
or ID cards that sit in a purse or pocket all
day without a second thought could take
hours or even days for that individual to
realize it's lost.
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This gap in time creates an opportunity
for someone to enter a building improperly,
and when accessed, the system wouldn't
recognize that the individual is not who they
say they are. However, mobile access con-
trol creates a different timeline of events.
When individuals notice their phone is miss-
ing, they can report it, and the credential
can immediately be revoked to prevent a
security event. It's also important to note
that the mobile credential is not accessible
until the access control app is launched,
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meaning the digital badge will not be on dis-
play for the imposter to use.

In addition to quick response times and
the remote revoking of credentials, smart-
phones typically store identifying informa-
tion behind password-protected screens.
For example, if an individual’s ID badge,
card, or the key gets lost, anyone who
picks it up will know what that individual
looks like, where they are located, and
where they work or attend school. Sup-
pose password protection is vital to your
organization's needs; in addition to the
first layer of password protection, you can
require an additional password to access
the credentials app on the smartphone as
a preventative security measure.

Mobile credentials can significantly reduce
the expenses associated with physical
badges, keys, or cards by eliminating the
process of rekeying or key duplication. Not
only can this be a sizable saving for larger
organizations like hotels or college cam-
puses that must replace keys regularly,
but it serves as a flexible, sustainable, and
scalable solution for many institutions. A
mobile credential also won't end up in a
landfill at the end of its life, meaning it's a
greener option as well.

In addition to being more convenient
and cost-effective to the organization,
mobile credentials are a genuinely suit-
able option for end-users. Much like
cards, keys, or other physical access
control forms can be tied into any closed-
loop payment system (commonly found
at healthcare, hotels, and campus envi-
ronments), mobile credentials can be as
well. This feature serves as a convenient
solution for users who want to combine
their access control with multiple func-
tions such as dining payments, library
privileges, or room charges.

Mobile credentials can serve as a long-
term solution for an individual or as a
quick and convenient option for contrac-
tors, visitors, guests, and anyone who
would need temporary access inside an
organization. As long as the visitors have
the app-enabled on their smartphone, the
proper administrators can digitally issue
keys before their arrival and revoke them
just as quickly.

Similar to contactless payment via debit
cards and phones, mobile credentials

are still an emerging technology that is
continuing to be evaluated by early adopt-
ers. While it can serve as an incredibly
convenient and scalable solution for an
organization, it's important to consider the
percentage of the organization’s population
that uses smartphones and ensure that
they are Near Field Communication (NFC)
enabled. As a side note, if this is a concern,
there are the options of refitting older mod-
els with a special NFC phone case to bring
them up to standards.

Mobile credentials
can offer numerous
advantages over
traditional keys, cards
or badges...
Mobile credentials
can significantly
reduce the expenses
associated with physical
badges, keys, or cards
by eliminating the
process of rekeying
or key duplication.

Before completely adopting mobile cre-
dentials as the new form of access control,
it might be beneficial to test the solutions
with a target group to study the results first.
However, if most of the population already
uses smartphones, adopting mobile creden-
tials would be ideal for pooling all-access
credentials into one simple application.

"Mobile credentials are slowly but surely
becoming the next revolution in access
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control. Whether your organization is look-
ing to switch immediately or in the near
future, it's vital to keep a watchful eye on
your security infrastructure now.

If your organization is currently over-
hauling its access control system, and
even if mobile access isn't entirely on
your radar at the moment, select options
that will allow you to migrate to mobile
and NFC-enabled devices in the future.
Selecting an open and flexible system
will ensure smooth adaptation for smart
devices for future use.

Also, it's essential to search for smart
readers that can identify several types of
credentials. Using an open-architecture
solution that verifies multiple sources of
contactless credentials and encryption is
vital if biometrics are necessary to your
organization. With all of this being said, the
question that begs to ask is whether or not
mobile credentials will replace all physical
keys and cards?

The answer depends on the specific
organization’s budget, comfort level,
and population of employees, staff, or
students that carry smartphones. In con-
clusion, if your organization is searching
for a new access control solution or is on
the fence about mobile credentials, make
sure to search for manufacturers who
offer scalable, flexible, and open-archi-
tecture solutions that can support mobile
credentials. This proactive step will create
a future-proof security solution that will
serve your organization for many years to
come. AC

Jeff Bransfield has
been with RS2 Tech-
nologies, an ACRE
brand, for more than
eight years, cur-
rently serving as Vice
President of Business
Development. Jeff
has been instrumen-
tal in elevating the
RS2 brand to a leader in providing smart
access control solutions, with double-digit
sale percentage increases every year since
2009. After his first experience with the
security industry working with DH Pace
Systems Integration, he spent a year doing
outside sales with Anixter, which helped
him close the loop on the networking
aspect of the industry.
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New Standards Help Deliver
a Mobile Future for
Access Control




successful access control project
requires a collaborative effort among
end users, and experts and employ-
ing industry standards
The demand for contactless access con-
trol solutions is increasing. The challenge
is to offer a seamless user experience
without affecting the corporate security
level. The ubiquitous smartphone brings
immense potential for new access control
uses and better integration in our daily
lives. Always available virtual badges are
easier to use, reduce loss and theft and
speed up access processes. And world-
wide standards are helping to make scal-
able mobile solutions a reality today.

Cyber and Physical Threats

The mobile workforce is here to stay.

=
~

This year, Strategy Analytics predicts the
global workforce will have 1.87 billion mobile
employees, 42.5% of the total workforce.
More mobility brings an increase in threats
with the IT infrastructure of both large and
small organizations often subject to attacks in
both the physical and digital world. A nefari-
ous person with physical access to the corpo-
rate server room or a workstation connected
to the network may access critical IT systems
with disastrous consequences. The complete
infrastructure may be taken hostage or made
inaccessible, which will impact all business
processes and endanger the continuity of the
organization. Ninety percent of companies
believe their data is at risk.

The loss or theft of sensitive and confi-
dential data may also have serious financial
implications or result in damage to the com-
pany's reputation.

The ubiquitous smartphone brin,
potential for new access contro
better integration in our daily liv

Securing the corporate IT infrastructure
and systems should not only be about infor-
mation security. The physical security of IT
facilities and any physical access points to
the network should be an integral part of
security planning and policies.

Today, more than ever, security and
access control systems need to be flawless
and standardized.

Numerous organizations are still using
outdated technology (125 kHz, MIFARE
Classic, HID iCLASS). Yesterday's access
control solutions lead to higher maintenance
costs and difficulties finding replacements
as standards are adopted. A bigger concern
is the physical badges can be easily copied
using equipment readily available online.
These security flaws impact the integrity
and security of data. Again, flawless secu-
rity is critical to a healthy enterprise.

Courtesy of Getty Images -- Credit: Zephyr18
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Access Control Management
Instantly Simplified
The management of physical access cards
can be a daily headache. Hand delivering
access badges to users, the hassle and
security risk of lost badges, and the timely
revocation of access rights are just a few of
the activities taking up a manager’s time.
Instead of presenting a physical badge to
the access control system, users can now
present their mobile credentials to the read-
er. Just bring your phone and you will get
access to buildings, rooms, sites, and other
secured zones that you have been authorized
to access. The reality is that 98% of employ-
ees consider access control to be obstructive
at times. Considering that we pass through
an average of 11 accesses per day, there
are many opportunities to reduce friction
between access control and employees.
Virtual badges greatly reduce the time
required for access management and offer so
many additional benefits. By transferring the
access badge to a smartphone for visitors,
subcontractors and employees, your organiza-
tion will instantly simplify card management!
The creation, distribution and revocation
of virtual access badges can be executed
immediately, at any time, at any location in
the world. People can start using their badges
right away. And when their access rights are
no longer valid, revoking the badge is a piece
of cake. Digital access cards are much more
effective and flexible for both users and man-
agers. New apps allow users to store multiple
digital ID cards so they're always accessible.
An important point to keep in mind: the
cost of a virtual badge is two to five times less
than that of a physical badge. A recent study
demonstrates that over 50% of the operational
costs of physical card management are related
to printing, customization and distribution of
the cards. With virtual badges, no more con-
sumables, no more printing and personalization
costs, no more recycling costs, and no more
expenses related to loss or damage. Instead,
your company will benefit from economies of
scale and greater operational efficiency, in an
“eco-friendly” fashion. The benefits of mobile
are abundant and apparent to many. In fact,
industry leaders estimate that 75% of business
is already migrating to virtual credentials.

With Secure Mobile Solutions,
Possibilities are Endless
Understandably, new technology adoption
can bring fear of complicated organizational
operations and more work for an already

burdened IT department. While the need
for a high-security system is obvious, the
implementation may be overwhelming.
The modularity of an access control system
helps break down the barriers.

Virtual badges greatly
reduce the time required
for access management

and offer so many

additional benefits.
|

Why? A modular reader can be adapted
to meet future needs: the system can evolve
toward the use of QR-codes to facilitate visi-
tor access, use of a smartphone as an access
key, or add an additional layer of security by
integrating smartphone biometrics. And with
mobile comes many possibilities for value-add
solutions like combining identity management
and access to printing solutions, leisure and
event subscription solutions, etc. The smart-
phone can bring new possibilities for mobility.

Vehicle identification is another perfect
example of a seamless process that expe-
dites security and operations. A smartphone
can automatically identify the vehicle and/or
its driver, allowing vehicle access control to
be as seamless and instinctive as the high-
security identification of individuals. With
the smartphone, access can be controlled in
real time, ensuring that the vehicle can enter
the parking lot and that the driver is fully
authorized to do so.

But this need for intuitiveness must not
be at the expense of security. It is crucial to
guarantee the protection and confidentiality
of data.

Standards Help
Mobile Access Control
With mobile devices — both iOS and Android —
being used in high-security buildings, car parks
and more, technology standards are crucial to
ensure that security is never compromised.
Standards allow interoperability and they
support the fight against “technological
obscurantism”. Industry standards are abso-
lute necessities today to help clients com-
pose their best-of-breed security solutions.
Security departments are becoming aware
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of the importance of choosing trusted
technologies that guarantee certified and
interoperable security. System integrators
and solutions providers encourage their
user partners to select the access control,
security management solution or any other
security-related system that best matches
their requirements. Faced with the grow-
ing threats of physical and cyber-attacks,
it's important to provide flawless security,
based on OSDP and SSCP protocols.

Indeed, the Security Industry Associa-
tion (SIA) Open Supervised Device Protocol
(OSDP™) standard for access control secu-
rity has been key to providing a first level
of uniform security worldwide. Industry
leaders have worked with the International
Electrotechnical Commission (IEC) to create
these stringent global standards.

Definitely secured by design, the com-
munication protocol SSCP guarantees the
protection and confidentiality of data and
that customers are in full control of their
application and their security keys.

Teamwork Needed
for Successful Mobile
Access Control
A successful access control project is based
on real collaboration between end users,
and experts and the employment of industry
standards. It must match your company'’s
needs and requirements from development
to implementation.

How can this be achieved? It starts with
a complete and thorough analysis of the
access points, the technologies in use, the
required security levels and the practical
use cases. Only after the needs are clearly
defined and a roadmap is created should the
project begin. Then your organization can
move toward a high-security access control
system that will successfully mitigate secu-
rity risks while improving adoption, ease of
use and overall operational efficiency. AC

About the author:
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Even Small Access Control
Jobs Translate Into

Blb BUSINESS

Most access control systems cover fewer than eight doors

by David Ito

Many opportunities
abound in small
access control
applications.
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any security professionals who
focus primarily on small one- or
two-door access control jobs have
come to realize that less can, in
fact, be more. Although elaborate access
control projects can be more lucrative,
they require a larger investment in time for
setup and training. Consequently, savvy
security pros who take on the smaller jobs
can remain as profitable and competitive as
larger integration companies by focusing on
this one- and two-door market niche.

It's a known fact that of the 80-20 rule,
80% of access control systems cover fewer
than eight doors. And now with the availabil-
ity of door controllers that use apps, there's
no need for extra computer hardware or
subscription-based software to maintain
simple access control applications.

Enterprise-level access control systems
simply can't get down to a price level of
controllers that use smartphone apps. In
reality, most end users just don't have to
have nearly 90% of the capabilities of an
enterprise system, which makes a simple
app-based door controller a much better fit
for their requirements and their budget.

Certain end users typically require single-
or two-door installations — those who have to
share a restricted space and who want access
control features that aren’t provided by simple
key locks. One-door access systems often are
implemented for single-room or single-unit
environments in shops, condos, apartments,
garages, or warehouses. Electronic access
control can add and delete user access to a
building or yard while providing defined sched-
ules and a historical audit trail for reporting.

A one-door access control system can
be used either as a stand-alone system or
as one that’s integrated with a larger access
control system through different commu-
nication interfaces, such as TCP/IP, RS232
or other wireless technologies. Demand
for stand-alone or integrated systems really
depends on the marketplace and application,
but networked systems require a substantial
investment, whereas a stand-alone system
can be implemented within hours. Integrated
networks deliver a higher level of security
where intrusion, elevator control, audio com-
munication and visual surveillance systems
are necessary. The majority of small systems
don't require those extra layers of security.

Single-Door Components
Ideally, a single door access control sys-
tem should include an electric door lock,

a controller, an entry reader and an exit
reader, a door-position switch and a robust
battery-backup power supply. As referenced
above, communication ports should include
RS232, RS485, USB, TCPF/IP or other wire-
less protocol interfaces to facilitate integra-
tion with a networked access control sys-
tem as necessary and to allow for potential
expansion. In addition, a single-door access
system should include alarm annunciation
via audio speakers or alarms or strobes and
be easy to install and to operate.

Essentially, all the features of a single-
door system are the same as those of a
two-door system, but with the added capa-
bility of creating a mantrap or interlock sys-
tem where one door must be closed before
the other door can be opened.

And, given the increased demand for
Bluetooth readers and mobile credentials,
one- and two-door access systems today
should be able to support various reader
types, particularly mobile smartphones that
use BLE or Wi-Fi, in addition to biometric,
proximity and keypad credentials.

Manufacturers over recent years increas-
ingly have rolled out various business mod-
els for Bluetooth readers. Some require a
yearly subscription or charge per credential
to the user, and others are available at no
charge to the end user. Unfortunately, the
acceptance and adoption of Bluetooth read-
ers have been colored by conflicting infor-
mation that’s been somewhat confusing to
installers and end users as to the real cost
and benefit of implementing the technology.

However, given all the technological
advances packed into a modern smart-
phone, smartphone readers likely will
become the norm fairly soon. Bluetooth is
only one of many wireless protocols being
developed for smartphones. Multilevel
authentication — using a combination of
something the authorized user has, knows
and is as credentials —also is built into the
system by using a high-end smartphone
because smartphones can open through
the use of facial recognition or a fingerprint
along with a PIN before an app can be used.

Furthermore, the prevalence of smart-
phone apps has enabled the industry to
leverage the processing power of smart-
phones to provide encrypted authentication
to a reader that's wired to an access point.
The same technologies used for tracking
smart tags for Apple or Samsung phones
are being developed for access control appli-
cations. Through the use of apps, it now
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is possible to harness the capabilities of a
computer, so single- or double-door control-
lers no longer require a dedicated computer
and all its accompanying hardware and soft-
ware — and personnel to manage it — to
configure the controller.

Secure Your Success

Security technicians and locksmiths who
serve the single- and double-door market
should know the unigue advantages of
access control capabilities versus a key lock
to comfortably and confidently demonstrate
the benefits to their customers. Having sim-
ple low-voltage wiring skills and awareness
of the types of power that can be used will
prove beneficial to the security pro.

To increase sales, they should convey to
their prospects that there are new, innova-
tive and low-cost means of providing simple
access control without the necessity to
learn complex software on a computer.
Apps are designed to be intuitive, which
allows authorized personnel to use their
own smartphone to configure the control-
ler, add or delete users, set schedules and
even enable their users, such as tenants or
employees, to use their smartphone as an
access credential.

Choosing a strong access control technol-
ogy manufacturer also is critically important.
The products they offer should meet all
federal regulatory requirements, including
FCC and UL for power supply. All of their
resource material should be free and also
meet all federal regulatory guidelines. A true
and trusted access control vendor partner
should deliver superior technical support,
product delivery and a top-notch warranty.

Many opportunities abound in small
access control applications. Indeed, they
can translate into big business and prove
that less absolutely can be more. AC

About the author:
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product development
experience in security
and access control, fire
detection and nurse call
systems. Ito has worked
for many multinational manufacturing firms
throughout his career in a product develop-
ment and marketing capacity and is a certi-
fied pragmatic marketer.
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PACS deployed acrossrge—

Scale corporate campuses
generate thousands of alerts
a day, with more than 90%
reporting as false alerts.
Courtesy of Getty Images

Al in Security;
The New Eraor Access Contro

Innovations in computer vision and Al can be augmented to create an
efficient and actionable approach to perimeter security

by Shikhar Shrestha

|'is improving industries virtually

across the board — from helping to

better detect lung and breast can-

cer to extend the life of machines
through predictive maintenance. By pattern
matching at scale and automating mundane
tasks, Al is enabling experts to focus on
what they do best.

Al has already been cemented into

most companies’ cybersecurity posture.

Cybersecurity professionals are using
Al to detect and easily solve malicious
network behaviors quickly, with 83% of
organizations stating that they wouldn't
be able to deal with cyberattacks with-
out Al.
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What About Al

for Physical Security?

This begs the question: why is physical
security lagging so far behind cybersecurity
in the adoption of Al? For physical security
professionals, Al has the ability to transform
how they respond to threats, moving from
a largely reactive posture, in which teams
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respond to threats after they happen, to a
proactive posture, in which risks are auto-
matically detected. This enables security
professionals to intervene before an incident
escalates or even occurs. For the business,
proactive physical security can reduce
operation costs, improve employee reten-
tion and, most importantly, result in better
protection of people and assets.

There are certain physical behaviors that
indicate a perimeter security threat, like
someone jumping a fence, spoofing a badge
at a secure entrance, forcing a door open
or tailgating. Each action indicates a pre-
incident security threat that could negatively
impact people or assets if left unchecked.
Leveraging Al, we have an opportunity to
identify these threats early, rather than wait-
ing for the security incident to happen.

Incidents tend to follow predictable pat-
terns of smaller instances of threats, which
have signatures of physical human move-
ment. Until quite recently, human effort was
required to pattern match these behaviors.
Someone would need to see the threat
behavior happen, either in-person or via sur-
veillance feed. Or an alert might be raised
by a physical access control system (PACS),
which then requires a human to verify the
legitimacy of the alert. Al can solve this very
time-consuming task, enabling security
teams to focus on responding to threats
before they escalate.

As an example, let's look at a relatively
large corporate campus with 300 security
cameras and 500 doors connected to PACS.
Because PACS are relatively simple and
constrained to tracking hardware events
such as badge reads, they are unable to
provide the context security teams need to
accurately detect threat signatures. A PACS
alert indicating a door being forced open by
an intruder looks the same as a strong gust
of wind or a faulty maglock.

Let Al Do the Work
PACS deployed across large-scale corporate
campuses generate thousands of alerts a
day, with more than 90% reporting as false
alerts. These false alarms could be triggered
by a door held open for just a moment lon-
ger than expected or by an invalid badge
alert caused by a faulty read. As a result, a
human must visually confirm each alert —
resulting in a huge manual lift.

Many companies have policies that require
security teams to verify the validity of each
alarm. According to customer interviews,

dispositioning false alerts for a relatively large
corporate campus equates to 8,000+ hours
each year. That is the equivalent of four full-
time employees. At these volumes, security
teams often succumb to “alert fatigue,”
which leads to a slower response to alerts or
alerts being missed altogether. This increas-
es the likelihood that a legitimate security
threat goes undetected.

The simplicity of false alarm patterns
makes PACS a prime candidate for Al-
powered automation. Using Al to tap into
existing PACS and camera surveillance sys-
tems enables these types of events to be
automatically dispositioned. The combina-
tion of connectivity to pre-existing hardware
systems, Al and computer vision is a solu-
tion recently introduced to the market called
computer vision intelligence.

“Incidents tend to follow
predictable patterns
of smaller instances

of threats, which have
signatures of physical

human movement.”
]

[t combines the visual verification of com-
puter vision with the pattern matching capa-
bilities of Al to monitor existing surveillance
video feeds instantly and accurately detect
threat behaviors at any scale of campus.
Computer vision intelligence triages incoming
alerts on behalf of security teams, significant-
ly reducing the volume of alerts and providing
more time for security personnel to act.

Computer vision intelligence effectively
becomes the software brain for the signals
that hardware-centric security tools create. If
cameras are the eyes and PACS are the ears,
computer vision intelligence is the brain that
turns those signals into actionable information.

Early adopters of computer vision intel-
ligence, such as VMWare, have been able to
reduce alarm volumes by 93% and reduce
hard-to-detect threat behaviors like tailgating
by more than 99%. Similarly, NorCal Can-
nabis is able to prioritize alerts based on the
requirements of a wide variety of locations
— from growing facilities to retail stores —
by leveraging this technology. For example,
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a door propped open at a warehouse during
the day is much less concerning than if a
door is propped open in the middle of the
night. Computer vision intelligence is able

to understand the context and treat each

of those situations differently. When con-
nected to a triage system, it can also initiate
the proper escalation path, ensuring fast and
effective response and dispatching.

Al Drives Innovation

The industry is just now catching on to the
value of integrating security systems with lay-
ers of intelligence, creating a whole new mar-
ket of startups. In fact, Grandview Research
predicts US Enterprises will spend $171 bil-
lion per year by 2027 to secure people, places
and physical assets. The industry growth not
only reflects an increasing demand for innova-
tion in physical security but also shows broad-
er promise that with additional resources this
technology will be able to deliver significant
advancements in the coming years.

PACS and security cameras create a foun-
dation for enterprise access control. Now, with
innovations in computer vision and Al those
tools can be augmented to create an efficient
and actionable approach to perimeter security.
Security teams can focus on responding to
and preventing security incidents rather than
monitoring surveillance feeds and disposition-
ing false alerts. The existing investments
companies have made into cameras and PACS
become even more effective as physical secu-
rity enters a new era of Al. In tandem, security
professionals are empowered to better protect
people and assets. AC

About the author:
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reasons why faces
are superior access
control credentials

Improved accuracy and benefits provided by today’s facial
recognition tech make it an ideal primary user authentication tool

by Aluisio Figueiredo

\“iHI

(Image courtesy World Image/bigstockphoto.com)

rofessional security practitioners know that the best approach for the highest level of Facial recognition as a credential is the

identity confirmation is to use multi-factor authentication made up of something some- ideal solution for organizations looking to

one has - such as an access card, something someone knows — such as a PIN code, deploy the most current, accurate, and

and something someone is — such as a fingerprint. Combining these methods delivers a rapid technology while simultaneously
level of assurance that is entirely suitable for situations that involve national security, nuclear enhancing the user experience in most
weapons, and other important matters. access control applications.

But this approach is overkill for most access control systems. The vast majority of access con-
trol systems are used for everyday purposes at business offices, factories, campuses and hous-
ing facilities, and similar venues. These facilities all require dependable, high-accuracy identity
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confirmation while also controlling cost and
processing users quickly and efficiently.

So, the question is: what is the best
credential to use for fast, accurate access
control identity authentication? The answer
— facial recognition.

Facial recognition as a credential is the ideal
solution for organizations looking to deploy the
most current, accurate, and rapid technology
while simultaneously enhancing the user expe-
rience in most access control applications.

From unlocking mobile phones to identify-
ing criminals on the run, facial recognition
technology continues to be the technology of
choice in a variety of use cases that require
the utmost level of personal identification
and authentication. It is therefore no sur-
prise that facial recognition is being widely
adopted as the superior form of access con-
trol credential. Faces as access control cre-
dentials offer many benefits that ID badges,
passwords, proximity cards, mobile devices,
and other biometrics simply cannot.

Here are 5 reasons why facial recognition
is the right choice for access control identity
verification:

1 Facial Recognition can
eIntegrate with Every

Access Control System
Every access control system (ACS) requires
some mechanism to evaluate access
requests and determine whether the appli-
cant has permission to access the controlled
resource. In the past, keypads and access
card readers were the most common way for
a user to request access. Because facial rec-
ognition systems can provide the same kind
of authorization signals to an access control
system as these older methods, they can
integrate with every ACS.

Facial recognition systems turn any per-
son'’s face into their credential. Faces can
be used as either a standalone solution for
access, or they can be combined with other
credentials for added security as a source
for multifactor authentication.

Faces are Frictionless
eand Touch-Free

When a person’s face is their credential,

there is no need to touch anything to receive
access. No keypads to enter PIN codes on, no
fingerprint readers to touch, and no phones or
handheld credentials to scan. Users only need
to glance at a reader, and, with the proper per-
missions, the door is unlocked. This reduction
in touch surfaces reduces the potential spread

of germs and harmful bacteria, therefore pro-
moting a safe and healthful workplace.

As mentioned above, facial recognition
seamlessly integrates with existing access
control systems, so organizations can
replace their access control touch points
without having to rip-and-replace an entire
system. Implementing a touchless access
process also keeps a facility’s employees
and visitors moving, since people are no
longer stopping to find their physical creden-
tials or enter their PIN codes. In this way,
facial recognition provides a frictionless
access experience that limits close con-
tact and promotes social distancing, while
improving operational efficiencies by reduc-
ing wait times at entry points.

3 Facial Recognition is
eAccurate and Fast

The most advanced current facial recogni-
tion technologies make use of powerful
computing technologies to deliver precise
recognition accuracy faster than ever
before. Maintaining a high percentage of
correct recognitions in a range of viewing
conditions is essential for access control
applications, so only facial recognition
systems that make use of the latest Al and
processing technologies provide the most
reliable and accurate solutions.

Fast processing also supports a fast
enrollment process, whether when enrolling
new users or leveraging an existing data-
base, and provides a better user experience.

For example, Intel's ANN algorithms,
which are being leveraged by some facial
recognition platforms today, also allow for
extremely fast processing.

4 Faces Can’t Be Lost,
e Forgotten, or Stolen
Unlike physical access control credentials, a
user can't forget their face at home, drop their
face in the parking lot, or loan their face to
someone else. A user’s face is always with
them and with nothing to carry, there is noth-
ing to lose, forget, or steal. Replacing lost or
solen credentials such as badges or key fobs is
costly, not to mention an administrative hassle.
Organizations that solely rely on facial recogni-
tion as an access control credential eliminate
the manual tasks associated with printing,
issuing, and re-issuing physical credentials.
Lost or stolen credentials also pose a sig-
nificant security risk. Organizations looking to
enforce a zero-trust environment may have
a hard time doing so when physical access

S36 ACCESS CONTROL Trends & Technology | JuLv/aucusT 2022

I ) )

credentials are easily lost, stolen, and shared,
often without the owner even knowing.

The loss of physical credentials due to theft
or carelessness places an undue burden

on security administrators who must stop
their workday to restrict the lost credential’s
access, then issue a new credential. Such
problems are eliminated entirely when facial
recognition is the single source of truth for an
access control system.

5 Facial Recognition is
e Highly Secure
Some low-quality facial recognition systems,
and those using outdated technology, can be
fooled by hackers or bad actors who hold an
image or video of an authorized user up to the
camera in an attempt at gaining access. How-
ever, most facial recognition providers today
incorporate anti-spoofing features designed to
detect and thwart these attempts.
Furthermore, facial recognition as an access
control credential only works if a user con-
sents to being enrolled in the system - that is,
if users “optin” to the service, and are never
used for general surveillance. Such consent
should eliminate potential privacy concerns,
but some companies take extra steps to
assure personal privacy. The most advanced
systems do not capture or store any actual
images of an individual's face, further ensur-
ing privacy. Some systems also use encryp-
tion as an additional security layer to protect
against unauthorized access to the system and
database. All users' personal data is further
encrypted both while in transit and at rest.
When compared to other traditional cre-
dentials such as physical access cards, PIN
codes, and mobile credentials, facial recogni-
tion is the clear standout when it comes to
facilitating a zero-trust environment. Modern
facial recognition systems provide highly
accurate, secure, and frictionless face-as-
a-credential capabilities to access control
systems, both new and existing, while main-
taining individual privacy. Organizations look-
ing to deploy facial recognition as a credential
can expect increased operational efficiencies,
decreased administrative tasks, and a stream-
lined access process that will ensure security
while improving the user
experience. AC
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By Steve Lasky

Advanced Analytics is The
Cool Tool for Access Control

by Steve Lasky

he paradigm shift in physical security

from a reactionary and defensive propo-

sition to a more proactive stance has

characterized the migration of advanced
analytics into almost every platform. Security
end-user demanding systems that are faster
and more intelligent, and at the same time
cost-efficient and better suited for integrated
solutions, are looking for more than technol-
ogy that simply detects and deters.

This improvement in security operations
at the enterprise level is also addressing the
convergence of physical and cybersecurity
threats while easing the migration into a
more defined digital world. As stated in a
recent Security Industry Association (SIA)
report: “Security will move beyond video
surveillance and access control with features
such as autonomous reporting, monitoring
and response. Autonomous security systems
will communicate with each other and with
people and will act on their own to collect
more information and trigger complex safety
protocols. Security technology will operate
with predictive intelligence and will be deeply
integrated with building systems...”

Al Solutions are Not Just

for Video Surveillance

For example, says Sam Joseph, co-founder
and chief executive officer of Hakimo, whose
company develops software for the physical
security industry powered by artificial intel-
ligence (Al), “suppose you work at Google, or
any big enterprise and you have offices in San
Francisco and in New York, and suppose you
are in the San Francisco office, or somewhere
on the west coast, logging into your email
using single sign-on or any other standard
techniques. If someone uses your badge or a
cloned badge of yours in New York, these two
pieces of information are stored in completely
separate systems. No one will notice that

there is no system connecting the two, and a
security breach as obvious as this goes com-
pletely undetected today.”

Joseph, like many technologists who
have made their way into the physical secu-
rity industry because they see a sector that
is moving forward despite itself, contends
that physical security systems have lagged
behind cybersecurity advancements for
the previous two decades because many
systems operators are overwhelmed with
incoming data and constant alerts that dis-
tract more than inform and that is more than
most humans can manage.

"This was a problem that cybersecurity
faced in the 2000s. Fifteen, twenty years
ago when cybersecurity systems started
generating a lot of alerts, there was no way
a human analyst or a human operator could
monitor them all effectively,” Joseph con-
tinues. “Physical security has reached that
point only now. And one reason convergence
is getting delayed is that cybersecurity is
way ahead in terms of tools and techniques.
Physical security is still lagging behind.”

Access Control Systems
Expand Capabilities with Al
Al software applications like Joseph and his
team develop, with their data analytics algo-
rithms, can also analyze alarms across time
and diagnose faulty hardware, such as door
sensors and sensors. Pointing out anomalies
in cardholder behavior is a crucial tool for
access control accountability. The software
can point out impossible travel (the same
card being used at multiple locations within
a short duration which is physically impos-
sible), unusual time or location of usage.
Those strengths have been more than
tested over the last 24 months with the
lingering COVID crisis that has staggered
office time for workers and challenged
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employers to provide an extra measure
when it comes to duty of care. The mindset
of what an access control system is and
what it should do has been turned on its
head. For Joseph, the present environment
has been a motivating element for a chang-
ing technology segment.

“COVID was a significant change for
the physical security departments within
enterprises because everyone started turn-
ing to physical security and asking, ‘How
many people are there in the building today?
What's our occupancy right now?’ That data
was always there in your Lenel database
or in your C-CURE systems, but nobody
cared to leverage it. This crisis has shown,
in some sense, the value that the data sit-
ting in these systems have in general for
security, health and safety. It also showed
how difficult it is to do something extremely
basic,” Joseph says. “We literally have talk-
ed to customers who were running reports
daily in Lenel, exporting into a spreadsheet,
and then copy-pasting the data into a differ-
ent spreadsheet and before finally building
graphs on their own tools to show how
building utilization is changing across time.”

Joseph continues that it is all about the
software now. And when he and his company
talk about software, it is an Al-driven solution.
"We put zero hardware in the field. We just
take in the existing cameras, existing access
control systems and use our algorithms.”

About the Author: Steve Lasky is a
34-year veteran of the security industry
and an award-winning journalist. He is the
editorial director of the Endeavor Business
Media Security Group, which includes
magazines Security Technology Executive,
Security Business and Locksmith Ledger
International and top-rated webportal Secu-
rityInfoWatch.com. Steve can be reached at
slasky@endeavorb2b.com. AC
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