RemoteConnect for
SCADAPack x7/0 RTUs

Configuration and Programming Software

Overview

RemoteConnect™ is a single software tool for users to monitor, configure,
program, and commission SCADAPack 470, 474, 570, 574, and 575
Smart RTUs (Remote Terminal Units). RemoteConnect features an
easy-to-use and powerful IEC 61131-3 logic editor based on the
EcoStruxure™ Control Expert (Unity Pro) application used by Modicon™
PLCs.

Unique features

RemoteConnect provides an adaptable, flexible, and fully-featured
programming and configuration environment for SCADAPack x70
devices.

Simple: Single integrated application for configuration, logic
development, and diagnostics

Effective: Local and remote maintenance or upgrade of system
firmware, configuration, and logic applications’ using industry
standard protocols over USB, serial, or TCP/IP based networks
Flexible: Configuration Export and Import capability using Microsoft
Excel spreadsheet
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Benefits

Optimize operations by cutting
development costs and reducing
downtime across the entire lifecycle of the
SCADAPack x70 device

Reduce costs to manage RTUs associated
with maintaining multiple applications and
multi-file configurations

Leverage expertise across SCADAPack x70
and Modicon PLC projects by sharing and
re-using IEC 61131-3 code and libraries®
Decrease travel to remote sites by
maintaining SCADAPack x70 and
associated instruments and devices
through RemoteConnect with DNP3,
Modbus™, IEC 60870-5-104, and HART®
protocols
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Monitor and Control

Object Database

User-defined names (Tags) identify data by its process and/or

equipment, to ease understanding in logic, configuration and data

analysis

Database objects can be associated with Modbus and/or DNP3

protocols and logic variables

Object lists are easily viewed and manipulated with powerful group,

filter, and sort functions

Object lists can be defined and saved for browsing online, and can

be created ad-hoc at any time

Export/Import to/from Microsoft Excel

External configuration editing and templating helps to save
engineering time, particularly for large systems

Communications

Modbus registers, IEC 60870-5-104 information objects, and/or
DNP3 points can be associated with tagged database objects/
variables

DNP3 peer-to-peer communication provides distributed control
coordination between remote sites

Optional DNP3 data concentrator Client enables the retrieval of
DNP3 events and data in hierarchical systems

An easy-to-use Modbus Scanner provides configuration-based
polling of Modbus devices, without extra logic

Serial port sharing for Modbus Scanner, Modbus Client function
blocks, Modbus Server and Store and Forward helps to reduce
hardware

Configured as IEC 60870-5-104 controlled station (server),

SCADAPack x70 can support up to four controlling stations (client)®
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Scalable

Large object databases supported with:

Up to 15000 objects (depending on object type,
event storage and application memory)

Up to 6000 logic-connected objects’

Content locking and version management

Advanced Application Control and
Development

Logic applications can be divided into main
(Client), FAST (highest priority), and up to two
auxiliary tasks to support multi-process control
and optimize data sampling

Powerful features are provided to support

logic development such as dynamic program
animation, watchpoints, breakpoints, and step-
by-step program execution

Customizable logic animation tables can

group and display data, including logic system
data, which is stored with the project and
displayed from a saved configuration or when a
configuration is uploaded from the SCADAPack
x70 device

Customizable library content standardizes logic
coding, including content-locking and version
management

SCADAPack 474
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Facilitate

SCADAPack X70 Logic Editor

Share program sections and library content
between Modicon PLCs and SCADAPack x70
devices.

All five IEC 61131-3 logic languages
supported:

* FBD - Function Block Diagram

* LD - Ladder Diagram

»  SFC - Sequential Function Chart
» IL —Instruction List

« ST - Structured Text

All five programming languages can be used
together in the same project.
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+ User’s logic can combine Program sections, defined function blocks, and Program Units to maximize code re-use and simplify

the combining of applications. Program Units provide IEC 61131-3 POU (Program Organizational Unit) functionality allowing
local variables for improved code management. Multiple code instances can be added without the need to rename variables.

+  Export/Import of logic program sections, defined function blocks and program units for reuse in other projects
+ Online debugging and logic modification including adding variables, objects, program sections
+  Can use the EFB Toolkit to add C functions and function blocks

Cybersecurity
IP Firewall

+ Restrict access to trusted devices with the IP firewall which confines inbound and outbound communications to specific

services and IP address ranges

Enable/Disable IP Services

- Limit the cybersecurity attack-surface by controlling what IP services (port numbers) are enabled/disabled

DNP3 Secure Authentication

+Authenticate critical commands over DNP3 using optional DNP3 SAv2 Secure Authentication feature

Configuration Locking

+Assign a password to a SCADAPack device; configuration changes and firmware updates are locked until the password is

provided

SCADAPack x70
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Collaborate

Third-Party Device Management

= Simplify maintenance by hosting third-party plug-in DTMs for other devices and equipment such as HART sensors,
Modbus instrumentation, or VFDs within a single application

» RemoteConnect is an FDT2 (Field Device Tool, version 2) container

+ RemoteConnect accepts plug-in software DTMs (Device Type Manager) of version 2 or version 1.2
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Operating Systems

RemoteConnect is supported for the following operating systems:
+ Windows 8.1 Professional (32-bit and 64-bit)

+ Windows 10 Professional (32-bit and 64-bit)

* Windows Server 2016

'Remote access to online logic changes and debugging requires TCP/IP connectivity

% Code sharing applies to logic that is not device-specific

® HART connection requires the use of a HART expansion module such as a SCADAPack 6602
* Depending on variable types; included in the 15000 total

® Controlling Station (Client) operations not supported by SCADAPack x70 devices.

Disclaimer: Schneider Electric reserves the right to change product specifications. For more information visit www.se.com.
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Process Automation, SCADA & Telemetry

38 Neponset Avenue, Foxboro, Massachusetts 02035 USA

Direct Worldwide: +1 (613) 591-1943

Email: telemetrysolutions@se.com

Toll Free within North America: +1 (888) 267-2232
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